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This report of the SMPTE Task Force on HeaderslDescriptors is an approved 
document of the SMPTE Standards Committee and is made available for infor- 
mation, as it contains valuable proposals concerning the development of digital 
imaging and video systems and for standardization of certain of their aspects that 
will be of interestgenerally. The standardization aspects of the report will be further 
considered under the normal processes of the SMPTE for the creation and approv- 
al of engineering documents, which includes the opportunity for further comment 
and for public review prior to their final acceptance. Persons wishing to actively 
participate in the development of these standards, including attendance at Work- 
ing Group meetings and ballot response, may contact the Engineering Dept. of the 
SMPTE. I t  should be noted that engineering documents arising from the contents 
of this report may differ significantly from i t s  recommendations, and caution is 
suggested in the use of this report as the basis of design or implementation. 

1.0 Introduction 
Thc Task Force on HeaderDcscriptors 

has considered thc questions posed in its 
scope of committee work and makes the 
following final report and recommcnda- 
tions to the Standards Committee. The re- 
port begins with a discussion of the 
gcneral objectives of the hcadcr/dcscrip- 
tor, and thcn prcscnts more specific objec- 
tives selcctcd by thc Task Force as it 
dcvcloped two alternative implcmcnta- 
tions. 

&)th o f  the proposcd implcmcntations 
could support new SMPTE standards, and 
arc dcscribcd in somc detail here. The 
“ASN. 1 Implementation” is structurcd 
using only Abstract Syntax Notation 1 
(ASN.l), an existing and cvolving ISO/ 
CCI’IT standard principally uscd in the 
computer industry. The “Compact Implc- 
mcntation” is designed to minimize the 
number of bits allocated to the hcadcr/dc- 
scriptor function, but also permits option- 
al use of the ASN.1 notation later in the 
hcadcr/dcscriptor for furthcr extcnsibility. 
Both implementations perform esscntially 
identical functions. 

Appcndiccs A and B prcscnt illustrativc 
approachcs to the dcsign of transport 
headers and header-decoding software, 
rcspcctivcly. Transport hcadcrs arc dc- 
signcd to address certain difficult data 
transport problems. Appendix C lists the 
official task force members as of January 
3, 1YY2. 

In view of (1) the great importance to 
industry and its customers of the capabili- 
ties providcd by thc hcadcr/descriptors 
dcscribcd bclow, and (2) the degree to 
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which these two possible implementations 
satisfy the objcctives established at the 
outsct for headerldescriptors, the Task 
Forcc rccommcnds that: thc Standards 
Committee arrange for the preparation of 
one or two new standards for digital hcad- 
cr/dcscriptors based on cithcr the “Com- 
pact” or the “ASN.1” Implementations 
described below, or on a combination 
thcrcof. 

2.0 General Objectives 
Thc header/descriptor task forcc was di- 

rected to considcr headeddescriptor ar- 
c h i t e c t u r e s  a n d  i m p l e m e n t a t i o n s  
appropriate for the emerging digital high- 
definition tclcvision (HDTV) and high- 
rcsolution system (HRS) industries. The 
primary dcsign objectives of the task forcc 
are: 

0 Utiivenulify. All image and other data 
strcams should be labeled so that signals 
can bc sharcd across systems and applica- 
tions with minimal dcgradation or confu- 
sion; t h e  header/descr iptor  should 
therefore uniqucly identify the encoding 
scheme cmploycd and how the data is to 
be intcrprctcd. 

0 Longevity. Thc header/descriptor 
should provide a number of potcntial 
idcntification codes adequate to serve for 
decades, and prcfcrably ccnturics; this im- 
plies that specific encoding identifiers, 
oncc assigned and registered, should not 
be reassigned or rcdcfincd. The header/ 
descriptor should also facilitate longevity 
for equipment and media of all types. 

0 &tmsihifity. To facilitate service cn- 
hancement and innovation, and to pro- 
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motc longevity of both cquipment and 
recorded signals, the headeddescriptor 
should accommodatc tcchnological ad- 
vances in cithcr equipment or rccorded 
signals with minimal risk of obsoleting cx- 
isting components, infrastructure, and mc- 
dia collections. 

0 Interoperability The header should 
permit optimal sharing of data streams 
across data-generation, carrier, and cquip- 
mcnt technologies and services in a varicty 
of crror environments and should permit 
all equipment and applications to succcss- 
fully ignore encrypted or otherwise delib- 
eratcly inacccssible data. 

0 Coist/performance effectiveness. Thc 
hcadcr/dcscriptor should permit use of 
both low-cost equipment as well as morc 
cxpcnsive high-performance equipment; 
the headcr/dcscriptor should also accom- 
modate inexpensive equipment incapable 
of decoding all possible data strcams. 
Economy and simplicity through flexibility 
and scalability of the kcy pcrformance pa- 
ramctcrs should also be supportable. 

0 Compuclness. The header/descriptor 
should be economical in its utilization of 
bits and should typically comprise a negli- 
gible fraction of the undcrlying data 
stream. 

0 Rapif cuptuw. Much vidco and other 
serial data is intercepted midstream, such 
as when users switch to a new channel, and 
thcrcforc the headerldescriptor should 
permit rapid header identification, ade- 
quate to mcet the needs of all applica- 
tions. 

0 EdituhiliQ Common editing and pars- 
ing operations, such a5 splicing, appcnd- 
ing, replacing, inserting, cropping, and 
overlays, should be supportablc by the 
hcader/descriptor architecture without 
ncccssarily requiring decoding and cncod- 
ing of the data stream itself. 

3.0 Specific HeadedDescriptor 
Objectives 

To meet the general objectives summa- 
rizcd above, the Task Force selectcd thc 
following compact set of specific objec- 
tives which are mct by both implcmenta- 
tions described later. Thc hcadcr and 
dcscriptor are defined here separately. 

3.1 Specific Header Objectives 
The spccific objectives of the header are 

to: 
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Identify by number the encoding 
standard cmployed by thc attached block 
of data. 

Spccify thc length o f  that block of 
data, so that equipmcnt of any epoch can 
successfully skip uninteresting blocks of 
data or data encoded using standards de- 
fined subsequently. 

0 Indicate whether a rcadablc descrip- 
tor follows thc hcadcr. 

0 Pcrmit users to intcrccpt data streams 
at random times, as whcn switching chan- 
nels, so that proper data interpretation bc- 
gins swiftly. 

0 Provide optional error-protection ca- 
pability. Data generation entitics may wish 
to supplcmcnt error-protection services 
provided in subsequcnt cnvironments ex- 
perienced by that data, particularly whcn 
those cnvironmcnts are unknown. 

The task force considers these attri- 
butes of the hcader to be thc minimum 
mandatory set, recognizing that additional 
important capabilities can be provided by 
thc dcscriptor. 

3.2 Examples of Header Use 
A simple examplc illustrates how these 

minimal capabilitics for the headcr satisfy 
thc gcncral objectives discussed above. 
Suppose, aftcr many years, somc HDTV 
broadcasters wish to providc dual-lan- 
guage sound tracks. This capability could 
be provided by adding to the data strcam 
blocks of data conveying the sccond lan- 
guage. These ncw blocks would be labeled 
by a headcr incorporating a standard num- 
bcr not recognized by cquiprnent pro- 
duced earlicr. This older equipmcnt 
would read the header and rccognize the 
standard identification number as being 
unknown. It could then obsewc thc length 
of the associated block, and skip over it to 
the next hcader. 

All data could be labeled by such flexi- 
ble hcadcrs, or only a designated portion 
(c.g., “auxiliary data”) of a morc rigidly 
defined larger vidco data stream. Note 
that HDTV rcceivers capable of  recciving 
only 20 Mbits/sec could not accommodatc 
incrcascs cxccpt at the expense of any 
spare capacity previously rcscrvcd for ex- 
pansion, or by thc broadcaster reducing 
the number of bits convcying vidco or 
audio; in thc lattcr casc the original stan- 
dard would have to be defined so as to 
permit receivers to accommodatc any such 
real-timc vidco or audio truncation, how- 
cvcr. 

3.3 Specific Descriptor Objectives 
The principal function of thc dcscriptor 

is to convey additional information that 
improvcs the usefulness of the data to the 
uscr; its format would be specified indc- 
pcndcntly of thc standard cmploycd for 
the data itself. Such optional auxiliary in- 
formation in the dcscriptor might include 
transport information such as crypto- 
graphic, priority, or additional crror-pro- 
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tcction information, as wcll as source time, 
authorship, owncrship, restrictions on use, 
royalty payment information, cxplicit de- 
scription o f  cncoding or decoding pro- 
cesses ,  i n t c r m c d i a t e  processing 
performed, and othcr information in 
forms that could cvolvc over the years. To 
simplify thc dccoding task, the dcscriptor 
may also contain an abbrcviated table of 
contents and a flag indicating whether any 
information has changed sincc thc pre- 
vious descriptor. Thc beginning of the de- 
scriptor would also indicate the descriptor 
lcngth so that it might be skippcd without 
interpretation if the uscr chooses. Option- 
al additional error protection would bc 
available for data originators so desiring it. 

Specifically, thc dcscriptor could in- 
clude: 

0 A list of standard-idcntification num- 
bers, parametcrs of operation, text, and 
algorithms, in any desired combination. 

0 A compact optional tablc of contents 
for the descriptor. 

0 A flag indicating whether changes oc- 
curred since the previous dcscriptor. 

0 The lcngth of the descriptor so that it 
might be readily skipped if dcsircd. 

0 Information indicating the number of 
dcscriptor cntries and their formats so 
that they might be properly intcrprctcd. 

0 Optional crror protection for the de- 
scriptor. 
The presence or absence of a dcscriptor 
could be indicated by onc of the bits con- 
taincd in thc header. 

3.4 Examples of Descriptor Use 
The u x  of standard identification num- 

bcrs in the descriptor permits very com- 
pact and flexiblc encoding. For cxample, 
one such number might be allocated inter- 
nationally to each model number of studio 
tclcvision camera, so that subsequent irn- 
agc processing can maximally improve im- 
age quality, compensating for any camera 
idiosyncrasics. Similar identifiers could be 
used for different forms of physical, ana- 
log, or digital filtering that has been ap- 
plied to the imagc subsequently, so that 
uscr equipment might again appropriately 
refilter the image in an optimum way dc- 
pcnding on the user’s intentions. This is 
important because performance for any 
particular display dcvicc or audio systcm is 
best whcn it reflects the processing that 
has occurred previously. 

Authorship, owncrship, and othcr such 
information could be conveyed by com- 
pact standard-identification numbcrs, or 
by usc of plain text in English or another 
language. Certain descriptors might sim- 
ply be numbers indicating the settings of 
certain switchcs at thc timc thc signals 
wcrc gcncratcd, such as switches control- 
ling audio bass, trcble, or volume. Thc de- 
scriptor may also include subroutincs or 
other encoded instructions that facilitate 
subscqucnt proccssing or dccoding. 

Standards numbers and parameter 

fields can also be used to support trans- 
port-layer functions, including cssentially 
all forms of cryptography, statement of the 
relative priority of thc currcnt data block, 
priority “bidding” data (so users can bid 
for priority in a free-market scnsc), syn- 
chronization reinforccmcnt blocks, and 
othcr information, the character o f  which 
can be defined over the years as new stan- 
dards identification numbcrs arc assigned 
and as new languages and protocols arc 

Thc incorporation of transport 
cs in this standard should not 

compromisc those established by othcr 
layers, but would mcrcly supplcmcnt 
them. The only limitation is that such de- 
scriptor transport standards should re- 
main robust i f  block sequenccs a rc  
shuflled in another transport laycr. 

4.0 Illustrative Examples of 
HeadedDescriptor Use 

An HDTV broadcaster could simply di- 
vide the HDTV signal into blocks, cach 
bcginning with a hcader of perhaps h to 16 
bytes in length. This headcr would contain 
thc lcngth of cach block, which could be 
fixcd for all timc or variable, and a uniquc 
standards number indicating thc givcn 
HDTV encoding protocol, which may also 
be unchanging in the initial years. I f  the 
ovcr-the-air broadcast standard is heavily 
crror protected, little additional error pro- 
tection might bc added to thc hcadcr. 
Good cnginccring practicc would suggest, 
howcver, that the hcadcr bc independcnt- 
ly error protcctcd using some of the op- 
tions dcscribed later, and that separate, 
and possibly less robust, crror protcction 
be applied to the remainder of thc data 
strcam. 

If the HDTV channcl is dcfined so as to 
perform all transport functions, including 
all synchronization and crror correction, 
then the hcadcr/dcscriptor described hcrc 
might bc cmbedded in thc transported 
data stream. At that level it would prefer- 
ably be used to encapsulate all data, but 
could bc uscd in an inferior implcmcnta- 
tion to encapsulate and charactcrizc only 
substream or side-channcl data. In this cx- 
ample too, thc dcscriptor might convey thc 
origins and processing history of the data, 
enabling futurc higher-pcrformancc sys- 
tcms to cmploy post-filters optimizing thc 
quality o f  the output imagcs. Such flexibil- 
ity could bc particularly important if the 
output display capabilitics o f  thc cquip- 
ment enabled flexibility in framc rate, 
pixel interpolation routincs, and chromin- 
ancc manipulation. In the case o f  audio 
signals, descriptors could be used in a simi- 
lar manner t o  cnablc optimum rcproduc- 
t i  on  by c h a r a c  t c r i z i ng m icro p hone 
placcmcnt and prcprtxessing. 

A varicty o f  hcader/dcscriptors plus as- 
sociated data could be scqucnccd in any 
sidc channcl to providc a varicty of flexible 
delivered products, such as multiple audio 
channels, multiple-language captioning, 
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honic-shopping order information, and 
even entire TV signals encoded at lower 
quality s o  that more than one can share a 
single channel. In this example, the ulti- 
mate flexibility that could be obtained with 
individual broiidcast channels would be 
heavily dependent upon the flexibility in- 
herent in  the broadcaster’s ability to de- 
crease the data rate associated with the 
initial broadcast product to accommodate 
possible growth in use o f  the side-channel 
capability. 

I t  is also possiblc t o  send descriptor in- 
formation in ii separate block with its own 
header, rather than embedding i t  in the 
same blocks ;IS the associated data. In this 
casc the characterization o f  ;I signal pro- 
vided by a descriptor could remain un-  
changed for many blocks until that 
dcscriptor information changes. I n  the 
event the transport layer is prone to shul- 
fling the sequence o f  blocks, impairing as- 
sociation o f  descriptors and use o f  this 
data, the inherent flexibility ofthis header/ 
descriptor system permits incorporation o f  
sequence numbers in blocks s o  that thc 
receiving entity can properly scquencc 
them. Such separation o f  descriptor infor- 
mation into separate blocks also simplifics 
translation between environments having 
ditfcrent transport 1;ryer protocols; any dc- 
scriptor elements providing transport-lay- 
cr functionality can be added or deleted 
when moving between such environments, 
iis desired. An option whereby special 
“transport hcadcr/dcscriptors” arc prc- 
pcndcd to blocks is described in Section 
5.2.7. 
‘To the extent that transport-layer func- 

tionality might be embedded within the 
basic data block, it could be harmlessly 
overlaid by similar transport -layer lunc- 
tionality in other system clcmcnts without 
loss. Thus the great flexibility inherent in 
the hcader/dcscriptor architecture pro- 
posed here, including its ability to perform 
multiplc functions in a multilaycr I S 0  cn- 
vironnicnt, should not be a handicap, and 
may in some applications be ;in important 
advantage. 

Furthermore, this hcadcr/dcscriptor 
structure pcrmits cn‘icicnt utilization o f  
the standards activities o f  a wide varicty o f  
national and international organizations. 
Every standard developed by such bodies 
for characterizing or  communicating digi- 
tal information can he characterized by an 
identification codc that can be conveyed in 
an cn‘icicnt manner by the headcr/dcscrip- 
tor system described here. Since the im- 
plementations proposed hcrc call for each 
standards authority to  havc its own idcnti- 
ficalion number, such standards bodies 
could, in  this “ID” concept, choose to use 
the very same identification numbers they 
havc previously chosen for other purposes. 
Alternatively, that authority could chtwsc 
some other simple one-to-one mapping 
between numbers. At the same time, such 
standards can also iisc this Iicadcr/dcscrip- 
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tor system iis an embedded construct with- 
in their own protocols. Although the full 
power o f  the flexible extensible structure 
proposed here will only bccomc apparent 
as it is developed and improved over the 
years, the basic architecture can be fixcd 
immediately. This would pcrmit immcdi- 
ate fabrication and utilization o f  equip- 
ment based upon this standard. 

5.0 Compact Header/Descriptor 
Approach 

5. I Compact Header/Descriptor 
Architecture 

The hcatlcr is divided into two parts: a 
2-byte “header key,” and the remainder. 
or “hc;idcr tail.” Among the iivailahlc 
header options arc those without tails, cor- 
responding to ii 2-byte header convcying 
simple messages; 32 possible messages of 
this type arc avail;iblc lor future dcfini- 
tion. The most usual function o f  the key, 
however, is mcrcly to “unlock” the tail by 
providing information about the format o f  
that  tail. 

The descriptor is divided into thrcc 
parts: :I 2-byte “descriptor key” (similar to 
the header key), ii “core” o f  0 t o  8 bytes, 
and the “descriptor tail,” which conveys a 
series o f  nunibcrs signifying various pieces 
o f  information. 

5.2 Header Key 

5.2.1 Header Key Organizalion 
The header key consists o f  two 4-bit 

fields and one 8-bit field. The 8-hit field 
provides 2-bit error-correction capability 
for the key, and the first 4-hIt length-type 
“ I , T ’  field determines the length o f  the 
header field i n  the tail that contains the 
length o f  the block. A block of dat; i  is 
defined iis comprising the header, any dc- 
scriptors, and the associated data. The 
other 4-bit “ID” field norni;illy determines 
the number of bits in the hcadcr-tail field 
devoted to indicating the standard num- 
ber under which t h e  remainder o f  the data 
in the block, possibly including the dc- 
scriptor, is encoded. Most descriptors 
would hc publicly rcxlablc, however. The 
ID field also indicates whether a readable 
descriptor follows the header; sometimes 
one might wish to read the descriptor bc- 
fore deciding whether to decode the rest 
of the data block. The ID field can altcrna- 
lively convey messages for certain 4-bit 
combinations in the first 4-bil LT field. In 
addition to specifying the length o f  the 
hcadcr tail field devoted to specifying 
block length, the I,T field iilso dctcrniincs 
what lcvcl o f  error protection is being pro- 
vidcd for thc header. 

5.2.2 Header Key: 4-tlil “Length- Type” 
I,T Field 

The primary purpose of  thc 4-bit LT 
field is to spccify the length o f  the field in 

thc header tail devoted to specifying the 
block length. For h o f  the Ih possible com- 
binations proposed here (the “fixcd- 
Icngth” options) the total length of the 
block is prcspecified s o  that no bits in the 
header tail arc allocated to specifying 
block Icngth. The other 10 proposed coni- 
binations pcrmit use of  I ,  2,4, and 6 bytes 
for spccifying the block lcngth in bytes in 
integer format; in each case versions with 
and without error-protection capability for 
the hcadcr arc ;ivailahlc to the standards 
definition community. The 8-bit protcc- 
t ion  provided to the header key is always 
present, however, since the integrity o f  the 
key is crucial, and it represents such ii 
small part o f  the total. 

The six proposed fixed-length options 
arc ;is follows: 

I .  The block is 2 bytes long and the 
mcssiigc is conveyed by thc 4-bil ID field; 
I 0  messages arc possible. One o f  these 
messages could signify that the rest o f  the 
hcadcr/dcscriptor is coded in  ASN. I (dual 
compact- and ASN. I -hcadcr decoding ca- 
pability would he necessary for all equip- 
ment. however, but Appendix B suggests 
this might not be burdensome). 

2. Same :is ( I ) ,  except that an addition- 
al 1 h messages arc possible (for a total o f  
32 2-byte options). 

3. The block is 4 bytes long, the mcs- 
sage consisting o f  the 4 I I >  hits plus 2 
bytes, I I  total o f  20 bits. 

4. The block length is 6 bytes; 28 bits 
(4 + 3 x 8) arc available, the remaining 
bytc providing error protection for the last 

5. Thc block length is h bytes with 36 
bits o f  information (4 + 4 x 8) being avail- 
able, but without additional error protcc- 
tion. 

0. The length of the block is unknown 
or irrelevant. 

In  each o f  the foregoing options, except 
the first two, the available bits can be di- 
vided in  a yet-to-he-determined way bc- 
tween those indicating the standard 
idcntif‘ication number and any additional 
message. The proposed SMPTE standard 
would constrain only options 4 and 5 ,  allo- 
cating the t’irst H bits to designating the 
sovereign state. so that development o f  
these h-byte options can proceed without 
international agreement. Designation o f  
stantlards bodies and sovereign states is 
discussed further in Section 5.2.4.3. 

The ten remaining proposed options for 
the LT field provide for either I ,  2, 4, or h 
bytes in  the header tail to he allocated to 
specifying the bltrk length in bytes, :ilw;iys 
i n  integer format. Depending on which of 
these ten options is chosen, additional in- 
formation is also conveyed concerning the 
lcvcl o f  error protection for the header. 
These proposed options :ire ;is follows: 

7. One-byte field in  the header tail 
specifics block length in integer format; no 
additional error-corrcction capability is 
provided to the header. Mocks up to 256 

413 

4 - 1 ~ ~ 1 ~  set. 



bytes long are available under this option. 
8. Same as (7), except an additional 1 

bytc is provided for header crror protcc- 
tion. 

9. Samc as (7), except that 2 bytes spc- 
cify block length; thc maximum block 
length here is fA Kbytcs. 

10. Same as (Y), with an additional bytc 
for header error protection. 

11. Same as (7), except that 4 bytes spe- 
cify block length, which can approach 4 
billion bytes. 

12. Same as ( 1  l ) ,  cxccpt that 2 bytes of 
header crror protection arc added. 

13. Same as (7), cxccpt that 6 bytes spe- 
cify block length. 

14. Same as (In), except that 2 bytcs o f  
hcadcr error protection arc added. 

1.5-16. To bc determined. 

5.2.3 Header Key: CBit ID Field 
When the 4-bit ID field is not being 

used to convey a message using LT options 
1 to 6, then the first 3 bits of the ID ficld 
indicate onc of eight possible lcngths for 
thc header-tail field conveying the stan- 
dard identification number, and the fourth 
ID bit indicates whcthcr a readable dc- 
scriptor follows the header. Thcsc pro- 
posed eight tail-length ficld options 
includc I ,  2, 4, and 8-byte options. Thcsc 
eight tail-length options proposed for the 
ID field are as follows: 

I .  One-bytc standard identification 
number allocated internationally. 

2. Same as  ( I ) ,  but providing for 256 
additional possible standards. 

3. Similar t o  ( I ) ,  except that the stan- 
dard field in thc header tail contains 2 
bytes instead o f  I ,  providing for h4,OOO in- 
ternational standards. 

4. Similar t o  ( I ) ,  but with a 3-byte field 
in the header tail, providing for over I6 
million international standards. 

5. Two bytes in the header tail indicate 
the standard identification number, the 
first bytc indicating the sovcrcign state 
(see Section 5.2.4.3). 

6. Similar to (S), except that 4 bytcs arc 
available (one for the sovcrcign state). 

7. Similar to (S), cxcept that 8 bytes arc 
available. 

8. To be dctcrmincd. or reserved for 
thc distant future. 

These first four options provide I ,  2, 
and 3-hytc standard identification num- 
hers to some dcsignatcd international 
standards body or bodies. Two versions of 
the I-byte option are provided bccausc 
othcrwisc too few combinations would be 
available. The remaining options provide 
I bytc (or more) that idcntifics the sovcr- 
cign statc under whose authority the rc- 
maining standard-identification-number 
bytes the ID field have been assigned ( I .  3, 
or 7 bytes remain). Note that receiving 
equipment would gcncrally not distinguish 
bctwccn sovcrcign state identifiers and 
standard idcntification numbers; they 
would be treated together only as a single 

mcrgcd number that was known or un- 
known. 

5.2.4 Header Tail 

5.2.4. I Heuder Tail Otpnizution 
The header tail contains one field for 

indicating the block length in intcgcr for- 
mat, one field for the standard identifica- 
tion number, and optional fields for crror 
protection, all having heen discussed 
ii bovc . 
5.2.4.2 Header Tuil: Sturrdurd ID 
Orh.urrizution 

Thc Standard ID comprises two parts: 
the sovcrcign identification number, and 
the standard identification number, dc- 
scribed in Sections 5.2.4.3 and 5.2.4.4, 
respectively. 

5.2.4.3 Heuder Tail: Sovereign Stute 
Identification 

Eight bits is sufficient to designate the 
authorizing sovcrcign state, even if the 
number o f  sovereign states exceeds 256; 
the trick is to subdivide certain undcsig- 
natcd sovereign state idcntifiers by bor- 
rowing bits from the remaining standard 
identifier field. For example, by dcfcrring 
to the United Nations thc task o f  defining 
sovereignty, it should be an easy mattcr to 
assign all present U.N. members unique 
identification numbers in alphabetical or- 
der, and to assign the next numbers in 
order o f  membership admission to states 
not replacing mcmber states who arc al- 
ready members. Oncc 224 mcmber states 
exist, new U.N. members would share the 
last 32 numbers. Within these 32 sovereign 
state “condominium” identifiers, an addi- 
tional 3 bits would be borrowed from the 
Standard Identifier ficld, permitting 8 new 
member states per condominium, or  
256 - 32 + (32 x 8) = 480 possible states. 
Of these state designators, 32 would be 
assigned to existing standards bodies. In 
the unlikely event more states are crcatcd, 
still more bits can be borrowed, permitting 
unlimited growth. 

5.2.4.4 Heuder XI: Standard Identifier 
The Standard Identifier would bc sc- 

lcctcd by the indicated Sovereign State or 
International Standards Body using exist- 
ing proccdurcs. To the extent standards 
already have unique identification num- 
bers, those same numbers could be used 
here. To the extent thcy d o  not, each stan- 
dards body should map their standards 
into numbers, preferably a compact or 
consccutivc set. Most new standards might 
be introduced under long numbers associ- 
ated with minor standards bodies, whilc 
standards achieving wide acccptancc 
could be rcnamcd with short ones. Sincc 
bits can be borrowed from the Standard 
Identifier field almost indefinitely, the sys- 
tem would permit in certain cases (the 
longcr hcadcr options) for every individ- 

ual ever born to become a sovcrcign dcfin- 
e r  of s tandards under  some state’s 
authority (the 8-byte option provides each 
sovereign state with 70 million billion 
numbers). In the same way, a standards 
body could allocate numbers well spaced 
numerically so that their least significant 
bits could become “user-allocated bits,” 
functioning in lieu of, or in addition to, a 
descriptor. 

Note that the cost of this kind of flexibil- 
ity, a s  wcll as the other sorts of  flcxibility 
described earlicr, is essentially negligible 
givcn the extensible nature of this hcadcr 
architecture. That is, the price of using 
long headers is paid principally by those 
who need them, whilc most users will prc- 
fcr and use the shorter options. 

5.2.5 Header Opnizut ion Illustrutions 
Thcsc options can be rcpresented picto- 

rially. The 16-bit composition of thc head- 
er key consists of three parts: the 4 bits in 
the length-type LT field (I) ,  the 4 bits in 
the ID field (i), and the 8 core crror- 
protection bits (p); these protect only the 
key. The header key always consists of 
Illliiiipppppppp. 

If we designate this 2-byte key by the 
symbol K ,  and the bytes rcprcsenting the 
block length ficld by L, the bytcs rcpre- 
scnting thc standard idcntification num- 
ber by S, and the hcadcr parity bytes by P, 
then for LToptions 1 and 2 we have only K 
(2 bytes). For L.T options 3, 4, and 5,  we 
have only KSS (4 bytcs), KSSSP (6 bytes), 
and KSSSS (6 bytcs), respectively. In this 
casc o f  extremely short blocks, the stan- 
dard identification numbers SSS and 
SSSS, combincd with thc 4 bits in the ID 
field, would gcncrally convey messages in 
their own right, and could also bc used for 
a variety o f  transactional and transport 
functions. LT option 7 would permit the 
f o  I low i ng poss i b i I i t ie s :  K I A  S ,  K L  S S ,  
K I S S S ,  K L S S S S ,  and K I S S S S S S S S ,  
where the number of bytes allocated to the 
Standard Identification number by S...S is 
spccificd by the 3 bits in the ID field (see 
52.3). One likely option for HDTV might 
be LToption 12,combincd with ID option 
I ,  represented as K I L L L S P P  and com- 
prising Y bytes. The standard number con- 
tained in field S would be an intcrnational 
standard. If such an international stan- 
dard were devised to have block lcngths no 
larger than 64 Kbytcs. and if I-bit error 
corrcction were adcquatc, then a 6-byte 
HDTV option is available: K I L S P .  Such 
short S or 6-byte header options could of- 
ten be cmploycd for nonvidco informa- 
tion. For example, KI,SS ( 5  bytes) would 
accommodate fA,OO() possible intcrnation- 
al standards employing data up t o  256 
bytes per block. 

5.2.6 Header Architecture: Equipment 
Implications 

Equipment interpreting such headers 
can be particularly simple. Since it  normal- 
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ly would be reading a stream o f  blocks, 
and should know when a block begins, it 
could simply jump to one of the 64K words 
specified by the 16-bit header key, these 
words indicating the location of the bytes 
speciQing the block length. An example o f  
an algorithm to pcrform these header dc- 
coding functions appears in Scction 5.2.8, 
and an illustrative program coded in Cap-  
pcars in Appendix B. Simpler equipment 
might simply look at the first 4 bits of the 
LT field, from which the same information 
can bc deduced in an crror-free cnviron- 
ment. Equipment of intermediate com- 
plexity can use the key error-protection 
bits to an intermediate degree. The ID bits 
immcdiatcly indicate the field where the 
Standard Identifier is locatcd, and equip- 
ment should compare this to a list of stan- 
dards it is prepared to process. After any 
indicated processing, the equipment 
moves directly t o  the next header at the 
specified number of bytes along the data 
stream. 

Should synchronization be lost, it could 
readily be recovered in most cases ofintcr- 
est. For example, in the 9-byte HDTV 
header example above, these 9 bytes 
would probably never change within a sin- 
glc broadcast program. HDTV broadcast 
receivers would simply scan the data 
stream for that particular 9-byte sequence, 
which could be uscd as a traditional syn- 
chronization block. This would work even 
if multiple header types were being intcr- 
leaved. Accidental synchronizations (very 
rare) in the data block would be recogniz- 
able because the indicated false block 
lcngth would probably not lead to a valid 
hcade r . 

The most direct use of thcse hcadcr/de- 
scriptors would be its a scries of bytes at 
the start o f  each data block, where the 
data blocks are then concatenated in a 
comma-less string of bits. Other uses could 
also be made, however. For cxamplc, a 
particular transport schcmc (c.g., ovcr- 
the-air HDTV) might package data blocks 
in discontinuous but fivcd fomm within a 
larger data strcam, this stream being char- 
acterized by the cmbeddcd header/dc- 
scriptors. A hcader/dcscriptor could also 
characterize (say) each frame o f  an 
HDTV sequence, and the same header/ 
descriptor technique could also be uscd 
within each frame to communicate details 
about its internal structurc. Such nesting 
o f  hcader/dcscriptors does not impair syn- 
chronization much, although an initial 
false synchronization could occur within a 
larger block; this would be quickly dctect- 
cd if the prcsumed block ended without a 
valid header following it. The search for a 
valid header could then resume. 

5.2.7 Header Architecfure: Transport 
Functionality 

If one wishcs to incorporate synchroni- 
zation augmentation, extra error protcc- 
tion, block prioritization information, o r  

cryptography for thc header or descriptor, 
it must either be defined at the outset in 
the header/dcscriptor definitions, or its in- 
corporation becomes standard-specific - 
but how could we know the standard if we 
were not synchronized or error-free, etc.‘! 

For cxample, in high-error-rate cnvi- 
ronments users may wish to provide their 
headcr/descriptors with more synchroni- 
zation information or error protection 
than is available in thc basic definitions. 
Fortunately, much additional transport- 
related information can be conveyed effi- 
ciently through repetition of short blocks. 
One simple approach is to insert brief 
bursts of short 2-byte headers into the data 
stream, where the synchronization powers 
of these 2-byte header blocks arc cumula- 
tive; the greater the anticipated channel 
noise, the longer these bursts should be. 
Although the software o f  some receivers 
may not be sophisticated enough t o  syn- 
chronize such bursts well, this approach is 
standard indcpcndent, and so such soft- 
ware could bc designed today. Such a 
burst inserted anywhere in a scqucnce of 
blocks permits synchronization o f  thc en- 
tire stream. Since 2-bytc headers can cor- 
rect 2 bits in 16, synchronization bursts fail 
only when the bit-error rate continually 
cxcecds -0.2. In still higher noise environ- 
ments where it is known such 2-bytc bursts 
might be cmploycd, the receiver can cither 
autocorrelate the signal or corrclate it with 
potential Ih-bit synchronization words; 
this could provide synchronization for 
nearly any bit-error rate, provided the 
burst length was sufficicntly long. 

Similar issues arise when extra error 
protection for the hcader/descriptor is 
desired. If the nature of such protection is 
dcfincd only in a data or standard ID area 
that cannot be read unless error protcc- 
tion is cmploycd, the data is generally in- 
accessible. One option is for the user to 
gcncratc, as  above, bursts of short blocks 
that convey primarily the identity of the 
desired error-protection schcmc cm- 
ploycd in thc longer data blocks. Such 
standards could be defined so that they 
are prcsumed operative for all following 
data until “turned off’ by another com- 
mand. Alternatively one o f  the short 
blocks (say 2 bytes) could be employcd t o  
indicate that error protcction, cryptogra- 
phy, or other such schemes were to be 
conveyed in a “turn-on, turn-olr’ fashion; 
a scparatc short block could be uscd t o  
convey the opposite message. Such a rcp- 
ctitious series o f  short blocks can also bc 
well protected and synchronized in essen- 
tially any reasonable error environment 
(BER <0.2) using the existing defined 
headcr/ descriptor options. In this case thc 
user would nccd t o  know only the defini- 
tion o f  the chosen error-protection ID 
number. Such error-protection schemes 
and protocols can be defined in simplc 
ways ovcr the years. 

Yet another similar problem involves 

the possible incorporation of block prior- 
ity information. For cxamplc, if  some data 
processing, transmission, storage, or dis- 
play step cannot handle all the data, the 
originator o f  that data might wish to tell 
the user which data is more cxpcndablc. 
Yet the user might wish to do only mini- 
mal decoding to determine priority. Al- 
though such information would then be 
descriptor-standard-specific, one or more 
descriptor standard 1Ds could be defined 
in such a way a s  to convey relative block 
priority, say on a scale from 1 to 10. Such 
information could also be cmbeddcd in 
the data itself, but this would gencrally 
require the user t o  do more decoding be- 
fore discarding any block. Although con- 
fusion could arise because multiple 
priority-labeling descriptor schemes might 
arise, they would all have standard num- 
bers which, in principle, could be accessed. 
Scction 5.4 describes another approach, 
which can be uscd in parallel. 

Although this discussion has not bcen 
exhaustive, i t  docs suggest that the pro- 
posed headcr/descriptor definition has 
great flexibility for handling a variety o f  
problems faced when it  must supplement 
or provide transport-laycr o r  other OSI 
layer functions. 

5.2.8 Compact-Header Decoding 
Algorithm 

For simplicity here, we assume thc 
block has bcen synchronized and that the 
hcader key has been error-corrccted, pcr- 
haps by using a 16-bit dispatch table. We 
also assume the equipment is provided 
with a list of standard IDS that it knows 
how to interpret, as well as a much shorter 
list o f  ID length fields corresponding to 
these standards (possible values o f  K, de- 
fined below). 

I .  Dispatch on the first byte (256 op- 
tions); return with 4 integers: 

I = length of lcngth field (0 + , 0 -, I ,  
2, 4, or  h bytes) 

J = block length B bytes if I = 0 (2.4, 
or 0 bytes) 

K = lcngth o f  ID field in tail (1, 2,4, 
8, or 32 bytes) 

I ,  = presence o f  descriptor (0 or  1) 
2. If I = 0, set block lcngth B = J 
3. If I = 0-, dispatch (Table I ;  not 

prcscnted here) on M, bits 5 to 8 of the 
header 

Interpret resulting message and go to 
12, or skip directly to 12 if message un- 
known. 

4. If I = O + ,  dispatch (Table 2; not 
presented hcrc) on bits 5 to 8 o f  header. 

lntcrprct resulting message and go to 
12, or skip directly t o  12 if  message un- 
known. 

5 .  If I # 0, read I bytes (yielding block 
lcngth B), starting at bit 17 of header. 

6. I f  ID field length K not on list of 
known ID field lengths, go to 12. 

7. Rcad ID field o f  length K bytes, 
starting at bit 17 + X I .  
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8. I f  I l l  is no t  on list of known Ills, thcn 

9. If I. = I ,  read descriptor length D 
(part o f  descriptor decoding algorithm. 
not described here). 

go to  12. 

10. If I ,  = 0, thcn D = 0. 
I I .  Go to algorithm specified by ID and 

cxccutc over a block o f B  bytes, starting at  
the end of the descriptor at I t K t D 
hytcs. 

12. Jump to end o f  block (B bytes long) 
and read next hcadcr. 

5.3 Descriptor Specification 

5.3. I Introduction 
Publicly readable descriptors niay or 

may not hc incorporated i n  any data block, 
;is indicated by one o f  the bits i n  the hcad- 
cr key. Thcy would convey auxiliary infor- 
mation conccrning the nature o f  the 
associated data, such iis authorship, distri- 
butorship, ownership, intellectual propcr- 
ty restrictions, sampling patterns, filtering 
employed, color, nonlincaritics. ctc. This 
information would generally he i n  the 
form of identification numbers assigned by 
standards bodies, although options for 
conveying text, programs, or other data 
would exist. Like the header. descriptors 
would indicate thcir length s o  that cquip- 
mcnt could skip past i f  desired, and they 
would have optional provisions for crror 
protection. An cn’icicnt ASN. 1 equivalent 
for the descriptor definition proposcd 
below could also be developed. 

53.2  Descriptor Architecture 
The descriptor is dividcd into thrcc 

parts: a 2-byte “key.” a “core” ranging 
from 0 to 8 bytcs, and the “tail” of length 
defined by the core. The key unlocks the 
core, which defines the length o f  the dc- 
scriptor, an indication of the nature o f  the 
contents o f  the descriptor, and the naturc 
of any optional crror protection for the 
core. The tail consists o f  a series o f  dc- 
scriptor identification numbers, similar in 
concept to the standard identification 
numbers provided in  the hcadcr. For each 
camera typc. nonlinear luminance map- 
ping, movie producer, filtering iilgorithni, 
royalty payment prtxxdurc, ctc., thcrc 
could he a scpmitc descriptor number as- 
signed or registered by appropriate stan- 
dards bodies, indicated in a manner also 
similar to that of the header. To propcrly 
convey this list o f  descriptor identification 
nuinhers, the tail also contains ficlds giving 
the number o f  such descriptor standards, 
the length and type o f  each such standard 
number, and the naturc o f  any optional 
error protection cniploycd. The tail also 
supports delivery of ficlds ol’ text in any o f  
;I large number o f  languages, such ;IS Eng- 
lish or Portuguese, as well iis computer 
languages such as c‘, Postscript. etc. Such 
software elements would permit thc dc- 
coding procedures to hc defined explicitly, 
if  desired. 

A potential iirca for futurc improve- 
nicnt is dcvclopnicnt o f  a more universal 
subset of descriptor elements for widc- 
spread usage. I t  would include parameters 
such ;is resolution, raster definition, hit 
packing, ctc. 

5.3.3 Descriptor Key Definition 

5. .<..?. I Ikscriptor Kcy Architectirre 
The descriptor key consists o f  three 

parts: ( I )  ii 4-bit “type” field that charac- 
terizes the contents of the descriptor, (2) ii 
4-bit “length type” field that indicates the 
forni:it o f  the descriptor lcngth field, and 
(3) an 8-bit “protcction” field for the key. 

5.3.3.2 Descriptor Kiy: +Hit “7jpc~” 7‘ 
F i i ~ l l  

The purposc o f  the 7 field is t o  indiciitc: 
( 1 )  whether or not this descriptor contains 
ii public index ( I  hit); (2) whether the dc- 
scriptor length field in the core (ifany) is 2 
or 4 hytcs long in intcger format ( I  bit); 
and (3) which of four error-protection op- 
tions arc being employed (2 bits). The four 
descriptor error-protection options arc: 
( I )  no protcction, (2) protected core plus 
unprotected tail, (3) both core and tail 
protcctcd, and (4) both core and tail dou- 
bly protected. 

S..?..?. .7 De.rcri~itor Key: 4-Hit “I.engrli- 
l j p ”  DL7’ Field 

This ficld contains the length o f  thc dc- 
scriptor after the core, in bytes, unless its 
contents arc “zero, zcro, zero, zcro” (for 
descriptor tails longer than 16 bytes), in 
which case the length is given by the core 
in a field which is either 2 or 4 bytes long, 
;is specified in the 7’ field (see 5.3.3.2). 

S. 2.3.4 Descriptor Key: 8- Bit “l’rotcctioti’’ 
P Field 

The function ofthc P field is identical to 
that o f  the %bit error-protcction field o f  
the header key; i t  protects the 2-byte dc- 
scriptor key only. 

5.3.4 Descriptor Core Definition 

5.3.4. I 1)i:scriptor Core Arcliitc~ctitrc. 
The descriptor core consists o f  thrcc 

parts: ( I )  ;I field defining the descriptor 
length (0 to 4 bytes); (2) ;I ficld indicating 
the nature o f  thc contents o f  the dcscrip- 
tor (0 or 2 bytes); and (3) an optional pro- 
tection field for the core only (0, I ,  or 2 
bytes). The total length o f  the descriptor 
corc thus ranges between 0 and X bytes. 

5 . 3  4.2 Ikscriptor lxtigtli F i d d  
This ficld is of lcngth zcro if the dcscrip- 

tor length specification has been prccmpt- 
cd by the length field in thc descriptor key; 
othcrwisc it is cithcr 2 or 4 bytes long in 
intcger format, a s  dctcrmincd by one o f  
the bits in the Tficld o f  the dcscriptor key 
(scc 5.3.3.2). Thc length o f  thc descriptor 

field as presented in the core is defined a s  
including all the bytes in thc descriptor, 
including thosc in  the key, core, and tail. 

5.3.4.3 Descriptor Corr Coritctits ItIda 
This field contains 0 or 2 bytes, as indi- 

cated by one of the bits in thc descriptor 
key T field (see 5.3.3.2). In its 2-byte form 
it indicates whether or not the following 
descriptor contains information conccm- 
ing ilny o f  10 categories o f  information 
iibout the data strcsm. Among othcrs, 
these categories o f  information include 
synchronization reinforcement, crror- 
protection data, encryption keys, packet 
priorities, authorship, distributorship, 
time or date o f  any event, ownership. intcl- 
lectual property restrictions, sampling pat- 
terns, filtering history, color, nonlinear 
mappings employed, etc. The last hit of 
the index is zero if this descriptor is the 
same a s  the previous one associatcd with 
the same hcadcr I D .  The purposc of this 
contents index is to spare cquipmcnt the 
burden o f  decoding descriptors when thcir 
contents niay be o f  no interest. This is par- 
ticularly so when ;I long scqucncc of  de- 
scriptor elements is repeated pcriodically 
to aid certain users having only segments 
of the data stream available to them. 
llsers of longer segments could thcreforc 
ignore such data more reiidily. 

5.3.4.4 Descriptor (’ore Piirity Protectioti 
This field would contain 0, I.  or 2 bytes, 

as indicated hy two o f  the bits in the dc- 
scriptor key T field (see 5.3.3.2). Thcsc 
bytes would protect thc corc only, using 
codes similar to thosc cmploycd in thc 
header. 

5.35 Descriptor Tail Definition 

5.3.5. I Descriptor Tuil Architertitrt~ 
The descriptor tail consists o f  four 

fields: 
I .  The clement-number field, which in- 

dicates the number o f  indcpendcnt dc- 
scriptor identification numbers contained 
i n  this descriptor; its lcngth ranges from 4 
hits to ii maximum o f  2 bytes. 

2. The descriptor clement length-type 
field, which specifies the lengthsof each of  
the descriptor identification numbers con- 
tained in the li)llowing field, together with 
thcir respective types; these types include 
idcntific;ition number types similar to 
those employed for indicating standard 
numbers in the hcadcr, iis well ;is support- 
ing transmittance o f  text and computer 
progrilms; its length is typically 2 to 4 bits 
per descriptor idcntific;ition numbcr. 

3. l‘hc descriptor identification nuni- 
ticr field, which consists typically o f  onc or 
niorc descriptor standard numbers, each 
in ;I 1 to 0-byte format or appearing as a 
scqucncc o f  text or code; the total length 
ofthis field approximates scvcral bytes per 
descriptor clement, o r  substantially more 
if text o r  code is incorporated. 
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4. Thc protcction ficld, as defincd 
jointly by the protcction option indicated 
in 2 of the T bits (scc 5.3.3.2) in thc de- 
scriptor key combined with thc indicatcd 
dcscriptor length; longcr descriptor 
lengths would requirc more bytcs of pro- 
tection for any indicatcd level of protcc- 
tion. 

S.3.5.2 Descriptor Tail Element-Nutnber 
Field 

This ficlds consists of one, two, threc, o r  
four 4 6 1  words indicating thc numbcr o f  
descriptor elcmcnts contained within this 
dcscriptor. Each 4-bit word contains 3 bits 
indicating thc numbcr o f  elements, and I 
bit indicating whcther or not an additional 
4-bit word is appcndcd, up to a maximum 
of four words. Thus one 4-bit word will 
suffice for 0 to 7 descriptor typcs, which 
normally should bc sufficient. Two concat- 
cnated 4-bit words offer up t o  2 cxp 6 = 64 
possiblc clemcnts. Thrcc words can ac- 
commodatc up to 512 clemcnts, whilc use 
o f  all four words (2 bytcs) can accommo- 
date morc 8 0  clcments, which should bc 
sufficient and is thc maximum numbcr per 
hcadcr allowcd under this protocol. 

S..3.5.3 Descriptor Tuil EJlemmt 1,ength- 
Type Field 

This field consists of a serics o f  extcnsi- 
ble 2-bit words, one scqucncc of such 
words applying t o  cach dcscriptor cle- 
ment. In most cases a single 2-bit word 
would suffice; the options hcre are that a 
I ,  2, or 3-bytc field is reserved for the asso- 
ciatcd descriptor idcntification numbcr; 
the fourth option is that two 2-bit words 
arc k i n g  employcd. I f  thc second 2-bit 
word is employcd, thc associated options 
arc that 4,5, or h bytcs are bcing cmploycd 
to indicatc thc associatcd descriptor idcn- 
tification numbcr; this accommodates up 
t o  10 cxp 12 possible identification num- 
bcrs, which should bc adequate. The 
fourth option availablc for thc sccond 
2-bit word indicatcs that an additional 
4-bit word is t o  bc intcrprctcd. This 4 4 1  
word offers 16 additional options, thc first 
o f  which is that following the 4-bit word. a 
I-byte word specifics the length o f  the 
descriptor idcntification ficld. 

Thc rcmaining 15 options arc o f  similar 
form, but indicatc that types of dcscriptor 
data arc bcing employcd other than the 
standard idcntification numbcr type. For 
cxample, typc 2 would indicatc that ASCII 
tcxt was being employcd in a languagc in- 
dicated by the first charactcr of the tcxt 
strcam; thus 256 possible languagcs can be 
uscd. Types 3 to 16 would indicatc which 
o f  scvcral possible computcr languagcs or 
image dcscription formats wcrc bcing cm- 
ploycd, such as C, Postscript, etc. If it is 
felt that thc IS possible languages avail- 
able undcr thc 4-bit cxtcnsion option in 
thc clement Icngth-type ficld is inad- 
cquatc, then additional 4-bit ficlds could 
bc appcnded by using an cxtcnsion bit, or 
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by using 1 bit in cach 4-bit field to indicate 
additional 4-bit fields are appended and 
can bc interprcted as were the serics of 
dcscriptor tail clement-number 4-bit 
words. (Alternatively, the 4-bit word could 
be reduccd to 1 or 2, with the understand- 
ing that thc language is specified by the 
first following 2 bytes.) Definition o f  thcse 
options is left t o  thc next stcp in thc 
SMPTE standards definition proccss. 

5.3.5.4 Descriptor Tuil Standard 
Idmt iJica t ion Numbers 

If one or two 2-bit words have bccn pre- 
viously cmployed to indicatc the length of 
thc descriptor idcntification numbcr, than 
I to 2%) bytcs may bc cmploycd for thc ID 
numbcr itself. Thc formats for cach of 
thcsc options arc indicated below. 

I bytc International standard 
cstablishcd by single 
designated authority 

2 hytcs 16-bit standard num- 
ber dcsignatcd by au- 
thorizcd international 
standards body (bod- 
ies) 

3 to 256 1 bytc indicating the 
bytes sovcrcign statc, and 

the rcmainder (2 to 
255 bytes) bcing avail- 
able for the standards 
number 

Thc sovcrcign statc and standards num- 
bcrs would bc designated using procc- 
durcs similar to that spccified in the 
hcadcr. Note that thc longcr standards 
numbcrs permit subdcsignations undcr 
thc sovcrcign statc indicator for subsidiary 
standards bodies, including individual cor- 
porations, institutions, and even individ- 
uals. The longer ficlds also pcrmit usc of 
user-dcfincd bits that can be assigned at 
cxccution, thus providing a data ficld. 
Such data ficlds could bc uscd for convcy- 
ing dynamically changing information 
such as averagc luminancc, audio gain, 
ctc. 

5.3.6 Descriptor Tail Error Protection 
This ficld could be conccntratcd at the 

end o f  thc descriptor or distributcd 
throughout t o  simplify processing. Thc 
numbcr o f  bytcs and protocol cmploycd 
for this purposc would bc dctcrmined 
uniquely by thc 2 bits in thc descriptor key 
T ficld and thc dcscriptor length, as spcci- 
ficd in thc descriptor core descriptor 
lcngth field or in the dcscriptor key lcngth 
ficld. Dcfinition of thcsc protection strate- 
gics might parallel thosc cmployed in the 
hcadcr and remain to be dcfincd morc 
fully. 

5.4 Transport Header/Descriptors 

5.4. I Motivution und Objectives 
Section 5.2.7 discusses scvcral reasons 

why providing error protection, synchroni- 

zation reinforcemcnt, packct priority, and 
higher level encryption to headcddescrip- 
tors could pose problems for interprctive 
hardware if thc data is cxcessivcly noisy. 
Although thc solutions suggcsted thcre 
will accomrnodatc most crror environ- 
mcnts, still morc serious situations can bc 
handlcd using a transport hcader/descrip- 
tor block such as described herc. Such a 
transport block has thc additional advan- 
tage that if insufficicntly protccted data is 
moving into a morc hostile transport cnvi- 
ronmcnt, additional protcction can be in- 
corpratcd in thc transport block without 
having to rcdcfine the input blocks. Simi- 
larly, such transport blocks can bc rc- 
moved without penalty when moving into 
morc error-frcc or otherwise benign cnvi- 
ronmcnts. 

The objcctivc here is to suggest how the 
architccturc of such transport blocks are 
consistcnt with thc hcader/dcscriptor defi- 
nitions prescntcd abovc, but not to dcfine 
all thc dctails. Thus establishment of the 
hcader/descriptor standard can proceed 
without waiting for all dctails o f  thc trans- 
port block to be rcsolved. It would be usc- 
ful  to resolvc such details, however, bcforc 
users of the standard adopt infcrior mcth- 
ods of addrcssing the same transport prob- 
lems. 

The principal motivation for defining 
transport blocks is to avoid proliferation of 
standard-specific altcrnatives for address- 
ing such transport problcms. Such prolif- 
eration could incrcase the cost of decoding 
cquipment that would havc to accommo- 
date all thcse possihilitics. In a high-crror 
environment, exccuting thc multiplc 
scarch stratcgics necessary when synchro- 
nization is lost or heavy crrors exist, could 
bccome prohibitive. For this reason it  is 
important to havc only a fcw standard op- 
tions for certain aspects of the transport 
block. Defining an cficicnt small set is 
beyond thc scope of thc present cffort and 
would take considerable study. Thercforc 
it  is rcasonablc to assume that this study 
would be completed aftcr any initial head- 
cr/dcscriptor standard is spccificd. Onc il- 
lustrative candidate for such a sct appears 
hcre in Appendix A; i t  is intcnded only to 
initiatc discussion of thesc issucs. 

5 4 . 2  Architecture of Transport Blocks 
Transport hcadcr/dcscriptor blocks 

would consist o f  a single headcr/dcscrip- 
tor, where the hcadcr would specify an 
international standard I D  indicating 
which typc of transport block was in- 
volvcd; only a few such types would cvcr 
be defincd. The descriptor of the trans- 
port block would convey up to cight differ- 
ent clcments: 

I. Descriptor table of contcnts (stan- 
dard format defincd carlicr). 

2. Synchronization rcinforccment bits, 
not error protccted. 

3. Error-protcction bits for the trans- 
port header and its attachcd following 
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headeddescriptor. 
4. Encryption key for deciphering thc 

descriptor, if any, in thc following block. 
5. Block priority; determincd by data 

originator, indicating rclative priority of 
the following block concerning intcrpreta- 
tion or transmission in cases where inad- 
equate capacity is available. Authorization 
keys may also be needed to verify priority 
in certain cases. Price bidding could be 
supported here too. 

6. Authorizations and fcc mechanisms 
for alteration or use of data. 

7. Block sequcnce numbering and tim- 
ing-rcconstruction information. 

8. Padding to yield one of the very few 
allowed lengths for the transport block 
corresponding to the intcrnational header 
standard ID. 

In addition to these elcmcnts there 
would also bc the traditional field in thc 
descriptor defining its length, although in- 
terprctation of this length would be un- 
necessary because thc transport lock 
length is specified by the headcr, and 
there is no data payload following the de- 
scriptor. 

Thc six main descriptor elcmcnts would 
convey information using traditional dc- 
scriptor standard numbers, whcrc long 
numbers accommodating an adequate 
numbcr of user bits could be employed. 
Defining these dcscriptor standard num- 
bers is thc task that can and probably must 
be postponed until the technical tradeoffs 
associated with different choices are bct- 
ter understood. Thus standards for hcad- 
ers and descriptors can and should bc 
adopted in advance of these descriptor 
definitions for transport blocks. 

5.4.3 Decoding Issues for Transport 
Headers 

Decoding such a transport header in a 
high-error cnvironment would be rclative- 
ly straightforward. First, if synchronization 
had been lost, synchronization would be 
established. Initially this might be donc 
assuming a low-crror environment. If the 
cnvironmcnt is noisy, then each of a few 
possible synchronization blocks would be 
sought, including periodic rcpctition of lc- 
gal header kcys, assuming that key bursts 
might have been employed for this pur- 
pose. Because all possible synchronization 
words might be sought, it is important to 
have only a few legal ones if thcy are many 
bytes long. Bccause thc sync reinforcc- 
ment bits could be only in a small number 
of positions relativc to the beginning of the 
transport block, each such position could 
be testcd for consistency with the associat- 
ed error-protcction bits, which arc also lo- 
cated in a small number of possible 
locations. Confirmation of synchroniza- 
tion follows if legal headers come immcdi- 
ately after the indicated end of any block. 
Once the transport block is synchronizcd 
and error corrected, the remaining de- 
scriptor fields containing any encryption 
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kcy for thc descriptor in the following 
block, or any packct priority information 
can be dcciphcred. 

Onc principal new constraint should be 
imposed by thc standard on manufactur- 
crs of equipment handling this headcdde- 
scriptor standard. If transport blocks are 
to be useful, such equipment must never 
inscrt data between a transport block and 
the following block to which it applies. 
Transport systcms should try not to scram- 
ble the scquence of data blocks in any 
event, but if a transport block should acci- 
dentally be prcpended to the wrong data 
block, thc packet priority, encryption key 
for thc data block descriptor, and the error 
protection for the headcr/descriptor could 
be inappropriate, resulting in a scrambling 
of the intcrprctcd header/descriptor. Such 
scrambling would also typically cause local 
loss of synchronization, particularly in 
high-error environments. Since transport 
blocks would normally bc quite brief com- 
pared to typical data blocks, such a con- 
straint should not be difficult to satisfy. 
Such transport blocks could also be added 
or subtracted at will by a givcn transport 
layer, howcvcr, providcd they arc appro- 
priate to the blocks which thcy precede. 

If a data strcam is entered in the middlc 
of a transport block, then confusion might 
result. To protect against this unlikely pos- 
sibility, equipment might choose to wait 
until thc second valid header is intcrcept- 
cd bcforc commencing decoding. 

6. Abstract Syntax Notation 1 
(ASN.l) HeadedDescriptor 
Architecture 

6.1 Background 
Abstract Syntax Notation 1 (ASN.1) is 

an existing ISO/CCITT Standard in com- 
mon use within thc computer and tclc- 
communications industries. Within the 
ASN.l framework, it is straightforward to 
define an SMPTE header/dcscriptor that 
meets thc objectives described in Sections 
1 to 5 above, and it  would leverage cxisting 
tools, expertisc, and administrative struc- 
tures. 

ASN.l is derived from earlier work at 
Xerox PARC on Courier (latc 1970s). An 
early version of the notation (c. 1984) was 
uscd in the first draft of the CCITT X.400 
scries of recommendations on message 
handling systems (is., clectronic mail). 
IS0 and CCITT then jointly dcveloped 
ASN.1 for usc within the OSI presentation 
layer (c. 1988). 

ASN.l is now widely used in a range of 
standards activities, including the CCITT 
X.500 directory servicc and both the OSI 
and Internet network management sys- 
tems. Over thc ycars, a collection of soft- 
ware tools and utilities to support ASN.1 
has been (and is being) developed. 

6.2 Concepts 
ASN. 1 is an extcnsible notation for de- 

scribing data that is to be exchanged by 
transmission or storage. It is much likc a 
programming language, such as C and 
Pascal. There arc several simple types, 
such as integer, real, and octet string (i.c., 
byte string), and constructor types that can 
bc used to build arbitrarily complex data 
structures, including hierarchical rcpre- 
sentations (e.g.. packct within packet). 

An ASN.1 header can bc thought of as 
an envclope that contains, for example, a 
single video frame. ASN.l supports the 
notion of cmbedding, which allows one or 
more data structures to be contained with- 
in another. Thus, a sequence of frames can 
be embedded within an outer header (or 
envelope) that labels a program segment. 
This can be taken to coarser granularity, 
c.g., shots, scencs, programs, etc. Similar- 
ly, it can be taken to finer granularity to 
embed audio tracks, closed captioning, de- 
scriptors, ctc., within individual framcs. 

A kcy featurc in ASN.l is the separation 
of how thc data is described (Abstract 
Syntax) and how data is encoded (Basic 
Encoding Rules, or BER). Data structures 
arc described in a human-readable syntax 
and automatically translated into the bits 
and bytes for transfer. When a ncw data 
structure (or type) is defined, its represcn- 
tation is automatically generated. Furthcr- 
morc, deployed ASN.l compliant systems 
will be ablc to interpret new structures 
without hardwarc modification. 

The following summary description of 
ASN. I prcsents only cnough detail to mo- 
tivate its use for thc specific needs of a 
hcadeddescriptor. For formal dcfinition 
o f  ASN.l, refer to IS0  8824/8825 and/or 
CCITT X.208/209. A more accessible de- 
scription can be found in: Marshall T. 
Rosc, The Open Book: A Practical Perspec- 
live on OSI, Prenticc-Hall, 1990. 

6.2 Basic Encoding Rules (BER) 
All ASN.l types, whether a simple type 

or a structured type, can be encoded using 
the same basic format of thrcc fields: 

[tag] [length] [value] 
Thc three fields togethcr make up a 

data itcm. Each field is variable in size to 
accommodate arbitrarily complex sub- 
structures and cncodings. A simple type, 
such as an intcger, requires only a few 
bytcs. A structured type, such as a long 
byte string, can be Mbytcs, Gbytes, or larg- 
er as ncccssary to contain the payload data 
value. The basic format is inhcrently self- 
identifying and cxtcnsible. 

A data stream is a sequence of items, 
cach of which can be structurcd or nested. 
Thereby, onc can define arbitrarily struc- 
tured data for both header and descriptor, 
including ncsted packet-within-packet 
structures. 

*Tug Field*. The tag field specifies the 
type of thc itcm value. Several simplc and 
structured types (integcrs, character 
strings, etc.) are universally defined in the 
ASN.1 standard, and arc recognized in all 
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compliant environments. Also, one can 
dcfinc typcs that cxist within thc spccific 
environment o f  an application or  commu- 
nications context. A tag is principally cn- 
codcd as ii single byte, but can he 
extended. In the BER, the tag is cncodcd 

<2> < 1 > < S >  --bits/ficld 
[class I p I tag numbcrj 

as: 

Thc tag ficld allows ii receiver to 
“parse” the incoming data strcam, sclcct- 
ing those componcnts/typcs in which it  is 
iritcrcstcd and bypassing othcrs. 

The EXTERNAL typc is o f  particular 
significance. In essence, it is a univcrsal 
hcadcr for the data that it encapsulates. 
Thc EXTERNAL type is described fur- 
ther below. Other typcs arc relevant to use 
in a dcscriptor. 

*Length Field*. The length field indi- 
cates the size of the value. I t  is an integer 
of onc or morc bytes that specifics the 
numbcr o f  bytcs in thc valuc field. In thc 
HER, thc short form o f  length is encoded 
as a single byte, and can indicate lengths o f  
()..I26 bytes of valuc. In extended form, 
the first byte specifics the number o f  bytes 
of Icngth. Lcngth is cncodcd as: 

short form : 1 byte : (Obbbbbbh] : 
lengths o f  0..1126 bytcs 

cxtcndcd form : n bytes : I Innnnnnn] 
(bbbbbbbb] [bbbbbbbb] ... n 

Only the number of bytes nccdcd to 
specify length arc uscd. Thus, the lcngth 
field is compact. Thc extensibility of thc 
lcngth field permits a maximum length 
field that is 126 bytes to specify a lcngth of 
-2A 1008 or  - IOA303. 

Note that a common lcngth spccifica- 
tion is uscd rcgardlcss of thc associatcd 
data itcm. Accordingly, thcrc is no need to 
invent custom length encoding schemes 
for each new data itcm. 

*Vuluc Field*. The value field is the val- 
ue in the type specified by thc tag. I t  is a 
string o f  bytcs the number o f  which iirc 
specified by the length field. It is cncodcd 
as defined in  thc BER for that type. 

6.4 ASN.l EXTERNAL ’Qpe 
(Universal Header) 

An ASN.1 EXTERNAL typc is a uni- 
versal hcadcr. All ASN.1 compliant proto- 
col intcrprctcrs can extract and intcrprct 
an EXTERNAL without ambiguity. The 
definition of EXTERNAL is quite flcxi- 
blc, hut that flcxibility is not nccdcd hcrc 
to mcct thc basic objectives of a universal 
hcadcr. 

A simplified EXTERNAI, typc is cn- 
codcd iis: 

[ t a g = c l a s s = O , p =  I ,numbcr=X] 
[length] lobjcct id] [payload] 

*nix* and *length* ficlds arc cncodcd 
as dcscrihcd abovc. *Object ID* provides 
unambiguous self-identification for the 
hcadcr. *l’uyloud* is a scqucncc of  bytcs 
that arc intcrprctcd according t o  thc stan- 
dard indicated by the object ID. 
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*Object ID* is itself an ASN.l typc with 
tag, Icngth, and valuc fields, and is en- 
coded BS: 

[tag= 0,0,6] (length] [id value] 
*Objocf I D *  value is a scqucncc of bytes 

that rcprcscnt the hierarchical idcntificr 
for the rcfcrcnccd standard. ID values arc 
assigned, rcgistcrcd, and administered by 
CCITT and IS0 in the course o f  standards 
devclopmcnt. Or, ID assignmcnt can hc 
delegated to mcmbcr bodics or companics 
or organizations (thcrcby, SMPTE could 
assume responsibility for administering a 
portion o f  the 11) space.) The root prefix 
valucs arc: 
CCITT (01 

rcconimcndation : CCI’IT conimit- 
tccs 

Groups 

(country code) 

tions 

question[ I] : CU1T-I Study 

administrationl2l : country Ptts 

network operator : XI21 organiza- 

IS01 1 I 
standard[O] : I S 0  standards 
rcgist ration : IS0 authorities 
authority1 I I 

member : mcmbcr bodics 
(country codc) 

: organizations 
hdYl21 
identified 
organization13 I 

joint I S 0  : assignment 
CCITr(2) : dclcgated to 

ANSI 
A fcw prcfixcs arc o f  particular note. 

iso.standard registcrs all I S 0  standards. 
ccitt.administration and iso.mcmbcrbody 
arc assigncd to sovcrcign bodics (idcnti- 
fied by their international tclcphonc coiin- 
try code). iso.organization is assigned to 
international organizations. These cover 
virtually all the situations undcr which a 
header idcntificr will nccd to bc assigned. 

An ID valuc is cncodcd as  ii scqucncc o f  
bytes. Thc first two lcvcls arc encoded in 
the first byte - u.b. = 40*u th, u < = 3, 
b < = 39. Remaining lcvcls arc cncodcd 
a s  onc or morc bytcs as riccded to rcprc- 
sent the numerical valuc for that Icvcl. If a 
valuc is greater than 127, it rcquircs morc 
than onc byte; the MSH o f  the byte is set to 
indicate that the valuc is continued in the 
next byte, and s o  on.  For cxamplc, iso. 
standard.jpcg is 3 hytcs: 

iso.standard.jpcg :: l . O . I 0 9 l X *  
= (401 ( 12X+XS] 138) 

Similarly, Group 3 Fax is identified a s :  

ccitt.rcconimcndation.t.4 :: 0.0.20.4 
= [ O ]  1201 141 

The cxtcnsihility o f  thc ID value field 
permits up to  126 byte long 11)s to spccifj, 
distinct IDS numbering to -2VN2 or 
- 10A2hS. 

*At Illis wriling. JI’EG is nc;iriiig liul ntil yet ;in I S 0  
st;inil;ird. Thus. tli~iugh thought ki he correct. itic 
numhcr hcrc ( I  .O. IOOIX) ih not yet ~i l l ’ ic i~i l ,  

*Puylloud* is an ASN.1 type with tag, 
Icngth, and valuc ficlds, cncodcd a s  a sc- 
qucncc o f  bytes that arc interpreted ac- 
cording to the standard indicatcd by thc 
*Object Ill*. 

(tag= 2,0,1] [lcngthj (payload valucj 

6.5 ASN.1 Descriptor 
In addition to the EXTERNAL type 

(for use as hcadcr), ASN.1 dcfincs othcr 
basic typcs to rcprcscnt a varicty of  valucs, 
including: hoolcans, intcgcrs, rcals, bytc 
strings, character strings, universal time 
code, ctc., and constructions o f  valucs into 
arbitrary data structures. 

Although a distinction is drawn he- 
tween hcadcr and descriptor in this rc- 
port, thc ASN.1 approach pcrmits a single 
mechanism to serve both functions. The 
full benefits o f  ASN.1 become apparent 
when it is applicd to  tbc dcscriptor. Espc- 
cially the ability LO construct new types and 
to incorporate rcfcrcnccs to othcr stan- 
dards. (See current I S 0  work on Image 
Interchange Format [IIF] for an cxamplc 
o f  ASN.1 use in defining descriptors.) 

6.5 How ASN.1 Addresses 
Objectives 

The following dcscrihcs how an ASN. 1 
hcadcr/descriptor addrcsscs the objectives 
stated at the beginning of this report. 

Univcrsality - ASN. 1 hcadcr/dcscrip- 
tor promotes and cnhanccs universality: 

0 I t  complics with and recognizes cxist- 
ing standards and practices. All existing 
and futurc ISO/CCIT-I standards arc 
uniquely idcntificd by an ASN.1 Objcct 
ID. 

0 I t  addrcsscs the issues o f  sovereignty. 
ISO/CCITT administers and dclcgatcs as- 
signment o f  Object IDS to subcommittees, 
mcmbcr bodics (by country code), and or- 
ganizations. The complexity of this task 
and thc hcncfits o f  leveraging existing ad- 
ministrative structures should not be un- 
derestimated. 

0 I t  fxilitatcs coordination among tclc- 
vision, tclccommunications, and computer 
industries. 

0 It sets ii minimal lcvcl of compliancc 
for low-cost receivers. Furthermore, the 
advanced stage o f  definition, twk, and cx- 
pcrtisc will facilitate the rapid dcploymcnt 
o f  header-compliant devices. 

Lmgcvity - ASN. I has inherent lon- 
gevity: 

0 All fields o f  ASN.1 typcs (tag, length, 
valuc) can be extended. Payload lcngths 
from a few bytcs to - 10A303 can be rcprc- 
scntcd. Similarly. Object 11)s can range 
from :I few bytes to - 1OA265 bytcs. 

0 I t  has a preexisting registry and is sclf- 
maintaining. ISO/CCIlT alrexly rcgis- 
t c rs, d c lcga t es  
assignment o f  Objcct IDS. 

0 I t  dcfincs immutable idcntificrs. 
Oncc an Object 1D is assigned, it exists 
“for all timc.” In the futurc, when an old 

a d  m i n is t c rs ,  ii n d 
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ASN.1 header is recognized, there is n o  
ambiguity to the referenced standard. 

Extensibility - ASN. I is inherently ex- 
tensible: 

0 All fields of  ASN.1 typcs can be cx- 
tended without redefinition. 

0 New typcs can be dcfincd and their 
encoding automatically generated without 
thc need to introduce new rules. 

0 Since ASN.1 is fully dcfincd, any 
compliant receiver and equipment arc 
guaranteed to bc able t o  recognize future 
extended ASN. 1 headers. 

lntcropcrability - ASN. 1 is inherently 
interoperable: 

0 I t  has a well-formed public definition. 
0 I t  is already in use in several impor- 

tant applications and industries. 
0 I t  complies with existing and dcvelop- 

ing standards (including image standards). 
0 It allows standards and structures t o  

cross-reference each other. The video 
data stream can contain structures dcfincd 
by other standards, and vice versa. 

0 It permits the samc information to bc 
intcrprctcd in different ways within diffcr- 
ent domains without prejudice. To the 
video industry, the information is a 
continuous video stream. To the telecom- 

munications industry, the samc informa- 
tion is a sequence o f  hits t o  be transmitted. 
To the computer industry, that sequence 
o f  bits is intcrprctcd as data structures. 

0 I t  permits independent formal dcfini- 
tion of intellectual property protection, 
encryption, and other source coding dc- 
scriptors by appropriately sanctioned cx- 
pert groups (either ad hoc or extant). 

0 Experts groups and standards bodies 
can autonomously develop and evolve 
specifications within the domains of their 
expertise. The ASN.1 cross-referencing 
capability achicvcs a degree of intcropera- 
tion and coordination among parallel acti- 
vitics - coding details arc automatically 
resolved, avoiding redundant and/or con- 
llicting emorts. 

Cost/pcrformancc effectiveness: 
0 It is straightforward to recognize and 

decode with a single uniform procedurc. 
0 Uniform decode hardware and soft- 

ware can be shared among industries and 
applications yielding economies o f  scalc. 

0 Existing tools and expertise can rc- 
duce the time and cost of deployment. 

Compact ncss: 
0 ASN. I is compact, but not so much as 

t o  complicate decoding or t o  compromise 

other objectives. A typical ASN.1 hcadcr 
would be - IS bytes for a I-Mbytc payload 
( i t . ,  -.(lo 14%) overhead). 

0 A 7-byte ASN.1 header can be rcal- 
izcd using the standard’s indircct refer- 
ence option. (In fact, a 2-byte context 
specific header may be realizable.) Given 
typical payload sizes, however, it is unlike- 
ly that this level o f  compactness will be 
required - small payloads arc either ag- 
gregated or infrequently used, especially 
in the video domain. 

Rapid Capture: 
An ASN.l header is signified by its 

first byte tag field (cqual to 8) followed by 
length, object ID, and pdyhId. Thus, an 
ASN. 1 header is straightforward to recog- 
nize in the data stream. 

0 ASN.1, like any Icngth/idcntifier 
hcadcr, provides early identification o f  the 
payload. 

Editability : 
0 ASN. 1’s structuring capabilities per- 

mit arbitrary editing, sequencing, structur- 
ing, and embedding of  payload streams. 
All o f  this is accomplished within a single 
uniform mechanism, and without rcquir- 
ing unnecessary decoding of the payload 
i tscl f. 

Appendix A - ’kansport Header 
A . 0  Introduction 

The header-descriptor design provides for binding of it trans- 
port hcadcr to the main header. This is accomplishcd only by 
mandating that the transport header not be separated from the 
main header and its associatcd data, which it  is transporting. 
The function of the main header is to identify the data that 
follows. The function o f  the transport header is to help the main 
header and possibly its payload in its journey from origination to 
dcstination. 

The following transport header design is “work in progress,” 
and therefore is meant to be an example rather than the final 
structure. It supplements the discussion in Section 5.4. The de- 
sign issues and interactions are a bit complex, so thc principles of 
the transport header design are best illustrated by way of a cor- 
rectly dcsigncd example. If adjustments arc made to this design, 
then care must be taken concerning effects o f  such adjustments to 
thc rest of the design and the functioning of the transport header. 
In particular, there is a rigid requirement that certain fields be 
prcspccificd as  to length, or as to length-specification (type fields) 
in their meaning. 

It is ncccssary that the transport header be totally independent 
of any standards described by the main header. This is required 
because it may be ncccssary to change transport characteristics 
for all main hcadcrs on a given data stream, irrespective o f  thc 
standards or formats o f  those main headers. 

An example might be the need to provide improved error 
protection when moving a data stream from a high-reliability 
fiber t o  a high-error-rate radio frequency transmission. 

A.O.1 ASN.1 Transport Header Yet to be Designed 
The transport header design cxamplc illustrated here works 

together with the hcadcr/dcscriptor design, as described in Scc- 
tions I through S of this SMPTE report. 

No transport header has yet been designed for the ASN.1 
syntax, illustrated in Section h. Thus, the ASN.1 syntax is, at prcs- 
cnt, only suitable for error-free channels that prcscrvc thc data 
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and its order without contention from source to dcstination. In 
order for the ASN. I syntax t o  meet its ojectivcs of interoperability 
with imperfect or congestcd channels or mcdia, a mechanism 
similar to the transport hcadcr cxamplc shown here will be rc- 
quircd. I t  is hoped that a transport header design might be dcvcl- 
oped for the ASN.1 syntax system, possibly modeled on the 
transport header illustrated here, together with the main header/ 
descriptor design. The enormous flexibility of ASN.1 syntax must 
be tempered t o  provide a limited number of options for transport 
headers, each with appropriate protcction/corrcction mccha- 
nisms. It is hoped that registration rules and flexibility in ASN.1 
can also be used to provide a suitable format transport header 
dcsign that is properly restricted. Byte alignment is also part of 
the structure o f  length fields. If bit alignment is needed for 
ASN. I ,  then further suitablc adjustments will be required. 

Anothcr method to provide transport assistance is to convert 
from the main hcadcr/dcscriptor design of Sections I through 5,  
t o  and from the ASN.1 notation. Since ii transport header design 
is available for the main headcr/dcscriptor, conversion t o  this 
hcadcr would provide itcccss to a transport header. When recn- 
tcring error and contention-free environments, the hcadcr/dc- 
scriptor could be reconverted t o  ASN.1 syntax. 

I f  the ASN.1 method becomes popular, then it is hoped that a 
suitable ASN. I transport mechanism might be developed. 

A. I Design Objectives for the Transport Header 
0 The transport hcadcr must be standard-ID indcpcndcnt, so 

that it  can apply t o  all header standards cqually and uniformly 
across the entire data stream. 

0 The transport header should be removable without damagc 
to the function o f  thc main header that it  is helping to transport. 

0 A transport hcadcr must be able t o  be added t o  any header 
format or descriptor format without changing any o f  the meaning. 

0 The transport hcadcr formats should support “in the clear” 
protection o f  the main header and payload, where the bits are not 
altered, so that the transport header can be added and removed 
without any adjustment o f  bits within the main header, its de- 
scriptor, and its payload. 

0 In addition to support for “in thc clear” protection, more 
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efficient protection should be supported (such its Rccd-Solo- 
mon), whcrc the header, and possibly its payload, arc encoded. 

0 The transport header architecture should support one or 
more mechanisms for correcting burst crrors. 

0 Optional support should be provided for encryption o f  the 
main hcadcr’s descriptor, iis wcll a s  the data payload. 

0 The transport hcadcr should support authorization and use 
information, in helping the transport system dctcrminc which 
destinations arc appropriate for further or final distribution. 

0 The transport header architccturc should support backwiird 
play through the data stream. 

0 The transport header should support optional rapid header 
synchronization capture. 

0 The transport header should support communications nct- 
works by providing information conccrning the data’s priority and 
value. 

0 The transport header should support timing reconstruction 
when utilizing networks that distort timing or ordering of data. 

0 The transport header should support data ordering rcquirc- 
mcnts, when utilizing networks which might reorder the data. 

0 The transport hciidcr architccturc should strike ii balance 
between the opposing forces o f  flexibility and ease o f  use. Thus, a 
m a l l  number of options should bc carefully chosen for maximum 
flexibility, with the small number of options allowing a simple 
interpretation. I t  is the fact o f  having a small number o f  options 
that iillows easy interpretation. 

0 For transport functions that encode the header and/or its 
data, a simple “in the clear” length field should allow dcviccs that 
cannot decode such data to skip to the next transport hcadcr. 

0 For dcviccs that cannot process the transport header, a sim- 
plc “in the clear’’ length field should allow such devices t o  skip 
directly to the header. Further, such devices should be able to 
easily interpret the transport hcadcr format s o  they can quickly 
dctcrminc whether the main header is “in the clear,” and thcrc- 
fore directly rcad;iblc. 

A.2 Three ‘Iypes of ‘Ikansport Header Allocated in the 
Header Key 

I n  order t o  mcct thcsc objectives, there are three types o f  
transport headers. The first is the basic sport header, which 
provides the majority o f  transport capab s. The second is the 
rcdundanq transport header, which is used to protcct against 
burst errors. The third is the rcvcrsc transport hcadcr, which is 
used for rcvcrsc play. 

Thrcc of the 2-byte header key’s 250 possible codcs arc rc- 
quircd for the transport headers. In the current 2-byte header key 
design, 1 byte is dedicated to error protcction. The other byte is 
split into two 4-hit fields. 

The first 4-hit field is the “length type” field. Codes IS and Ih 
(numbers 14 and 15) arc unalltratcd. These two codes cnablc the 
second 4-bit ID field to  be used for spccial purposes such as 
designating the three transport hcadcr types. Thirty-two such 
codcs arc available, leaving 29 codes un;illocatcd if 3 codes arc 
assigned to the three transport header types. Thc basic transport 
hcndcr provides most o f  the capabilities required. 

A.3 Functions of the Transport Header 

Thc following cxamplc design meets these objectives. 

The functions of the transport header arc a s  follows: 
I. Sync reinforcement for those data transport media where it 

is desirable to rapidly or simply sync to the headers or hcadcr- 
data combinations on switching between streams. 

2. Improved error protection via extra protection bits for both 
the transport header and the main header and its descriptor. 

3. Conveyance of priority lor the main hcadcr and its data, for 
those ciiscs whcrc a channel may be operating ;it capacity and 
thus where channel controllers must dccidc which headers and 
their payloads it must drop. Authorization keys may also bc nccd- 
cd in order to verify priority. Network accessing methods, such as 
pricing-bidding techniques, would also he supported here. 
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4. Encryption and security information for the main header’s 
descriptor, possibly combined with the descriptor’s own encryp- 
tion and security information, in order to protect the data stream 
following the main header. The protection optionally provided by 
the main hcadcr’s descriptor may need to be augmented when 
the data stream is sent through public or vulnerable exposed 
channels. 
5. Authorization information. Such information would indi- 

cate who could receive, who could edit and reassemble with other 
material, ctc. Also, copyright and royalty-fee information would 
be enabled here. Perhaps automated mechanisms of fcc for usage 
would be supported through this field. 

h. Scquencc numbers may he added whcrc networks arc used 
for transport, which may reorder packcts. In addition to sequence 
numbcrs, the combination o f  the transport header may rcquirc 
information from the main hcadcr’s descriptor in order for the 
nctwork to bc able to guarantee delivery within known latencies 
and time windows. For out-of-order delivery, some networks can 
control the amount of time bctwccn a given delivery and the 
delivery o f  neighboring data. In the case o f  images and audio, 
some dcviccs can accept out-of-order information in their buffers 
or processing units, but the time is constrained to within one or 
more frames, or fractions thereof. 

7. Timing reconstruction. For those applications where exact 
timing relationships must be reconstructed from a mixed data 
stream, the transport header and the main header’s descriptor 
would communicate to provide timing reconstruction information. 

8. Kcscrved lor future use. 
9. Pad. There is a pad ficld at the end o f  the transport header 

in order to make the length o f  the transport header plus the main 
header, its descriptor and, optionally, its payload, come out to a 
length appropriate for the error-correction protection formats 
supported in item 2. 

The construction o f  the transport header involves a strict or- 
dering o f  fields as above, so that the sync reinforcement is always 
first, the error protection is always second, ctc. In this way, i f  cach 
field is present, its location is easily determined. The crror-pro- 
tcction field will always bc in ii known location, and a “scope o f  
protection” within this ficld defines those fields that arc protcct- 
cd in both the transport header iis wcll a s  in thc main header and 
its descriptor. 

A.4 Redundancy Wansport Header 
The redundancy transport header provides a special function 

for error protection against burst errors on the data stream. 
Improved crror protection against burst errors is achieved via 
redundant copies o f  future and previous headers (these transport 
headers providing redundency will not be bound to a main hcad- 
cr, and thcrcforc represent an exception to thc binding property 
o f  transport headers). 

Such special rcdundancy transport headers will “stand alone” 
and he occasionally interspersed in thc data stream. They will 
contain error-protected copies (via cithcr the ctficicnt or incffi- 
cicnt method) o f  some future or previous header, together with ii 
pointer to that header, and a number indicating how many hcad- 
crs forward or backward will be traversed before reaching that 
header. The previous copies arc useful for going backward 
through a data stream, and for reconstructing damaged data 
streams on physical media, such as  disk. 

Using a scparatc hcadcr key code, the redundenq transport 
header has the format shown in Fig. Al .  

The transport header key contains a separate special code 
indicating that this is a redundancy transport header containing a 
copy o f  ii future or previous header. This field could possibly be 
followed by a length field, indicating how to skip past this dupli- 
cate header. 

The pointer to the header being duplicated is analogous to ii 

length field, but it  points past several headers to the header being 
duplicated. I t  is a signed number s o  that it can reference previous 
as wcll iis future headers. Thirty-two bits o f  protection arc pro- 
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vided. A number of hcadcrs forward or backward is provided, 
indicating the location of the header being duplicated in number 
o f  headers rather than via a pointer (Icngth). 

Thc maximum and minimum millisecond tolerance ficlds indi- 
cate the tolerances for separation timcs bctwccn this copy of a 

previous or future hcadcr and the header itself. Information 
about scparation constraints is provided by thcsc ficlds for chan- 
ncls that reorder, insert, and removc data. 

A copy of the transport hcadcr is provided, if there is a trans- 
port header on the header being copied. 

I Number of I Protection I Maximum I Minimum I 

I (or Backward) I <- I Tolerance I Tolerance I more -> 
I (Signed Number) I I From HeaderlFrom Header1 

I Headers Forward I I Millisecond I msec I 

I 16 I 16 I 8 I 8 I ................................................................. 
........................................................... 
I Protection I Copy of Transport I Copy of Main I 

I min tolerances I (if present) I I 
I I I I 

I for max and I Header I Header/Descriptor I 

I 16 I (length varies) I (length varies) I ........................................................... 

Figure A 1. Format of redundacy transport header. 

................................................. 
ITransport I Main I Data I Reverse I 
I Header I Header/ I Payload I Transport I 
I IDescriptor I I Header I 

I 
Figure A2. Situation of transport header. 

................................................................. 
I Reverse I I I I Length I I 
ITransport IProtection) Length lProtectionlBackwardlProtection1 
I Header I I Backward I I To I I 
I Key I <- I To Main I <- I Transport I <- I 
I Unique I I Header I 1 Header I I 
I Code I I I I I I 
I 8 I 8 I 32 I 32 I 32 I 32 I ................................................................. 

krgure AX neverse rranspon neaaer rormar. 
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Finally, there is a copy o f  the complete main header and its 
associated optional descriptor. None o f  the payload is duplicated. 

A S  Reverse Transport Header 
In order to support rcvcrsc reading of the data stream, a rc- 

verse transport hcadcr can be utilized. The reverse transport 
hcadcr immediately follows the main header. Thus the transport 
header is situated as shown in Fig. A2. 

I f  the main header is preceded by a transport header, then the 
rcvcrsc transport header will point back to both the main header 
and the transport header. If the transport header is absent, then 
the rcvcrsc transport header will point back only to the main 
hcadcr, and the length backward to the transport header will he 
zero. 

The rcvcrsc transport header format is shown in Fig. A3. This 
dcsign allows these reverse transport hcadcrs to be appended 
after the main headers to allow backward traversal through the 
data st re an1 . 

It should be noted that whcn redundant transport hcadcrs iirc 
in use to protect against burst errors, reverse transport hcadcrs 
must follow each such redundant hcadcr. In that case, the length 
backward to the miin header will bc zero, and only the length 
backward to the transport header will havc a nonzcro value. 

Note that this header has ii fixed length. Thus, when cncoun- 
tcring this hcadcr in the forward direction, no pointer to the next 
hcadcr in the form o f  a length field is required. The fixed length 
o f  18 bytes is predetermined and can be used to skip to the next 
header. Also, thcrc will ncvcr be a payload of data or any attach- 
ment to any hcadcrs in the forward direction. 

A.6 Transport Headers and Device Capture 
It is important to rcmcmbcr that all devices that can edit the 

data stream must preserve the relationship o f  the preappcndcd 
transport hcadcr to the main header. Also, the postappcndcd 
rcvcrsc transport header must also remain attached to the main 
header, if present. Thus, whcn a transport header is rcad, the 
following two headers must also bc rcad before assuming the 
hcadcr and its data and transport havc been passed. 

When capturing a new data stream, it is necessary to rcad at 
least two headers to determine if the first main header is valid. I f  
i t  had heen preceded by a transport header that encoded the 
main header’s descriptor and/or payload, then the data will not be 
readable without the transport header. Thus, capturc is not 
achieved until the sccond header has been read, which would 
accomplish the determination o f  the first valid hcadcr and its 
transport hcadcr, if present. 

A.7 Transport Header Format 
The transport header format is shown in Fig. A4. 

A.7.1 Header Code in the Header Key 
The transport header begins with a normal header “key,” con- 

sisting o f  I byte o f  key information and 1 byte o f  protection, as for 
the main header. However, the transport header uses ii header 
key code reserved specifically for thc transport header. The trans- 
port header tail differs from the main header tail and has the 
format outlined in Fig. A4. 

A.7.2 Length to Next Header afrer Main Header 
The next field is ii 32 bit length field, which points to the next 

header after the main header attached to this transport header. 
This length may be required to allow skipping past the main 
header and its data payload. This will be required by those dc- 
vices that cannot provide error-protection decoding, whcn the 
main hcadcr is protected using the types o f  error codes that 
scramble the main hcadcr. This length is protected by 32 addi- 
tional protection bits to provide reasonably robust bit-error cor- 
rection, using the type o f  correction that docs not scraniblc the 32 
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bits o f  length (e.g., Hamming code). 

A.7.3 Transport Header Length 
This field indicates the length of the transport header. It thcrc- 

fore forms the mechanism to skip to the main header, if there is 
no desire to rcad any of the transport fields, and if the main 
hcadcr is not scrambled due to error protection, encryption, or 
other operations from the transport fields. This field is also pro- 
tected by a 32-bit field, using a nonscrambling error-protcction 
code. 

A.7.4 Type Fields 
There are eight 4-bit typc fields, to allow I6 types for each o f  

the eight fields in the transport header. These fields arc ( I )  sync, 
(2) error protection and correction, (3) priority and authorization 
and bidding for priority, (4) authorization for data use, (5) cn- 
cryption protection, (6) sequence number and out-of-order tim- 
ing margins, (7) timing reconstruction information, and (8) a final 
field reserved for future use. Thc 32 bits o f  type fields arc protcct- 
cd by 32 bits of protcction/corrcction code. 

A.7.5 Sync 
The first transport operation field is sync rcinforccmcnt. Six- 

teen types of codes arc possible, each with a permanently as- 
signed length. These types and lengths must be pcrmancntly 
assigned from the beginning. A possible set of Ih assignments for 
lengths might be as follows. 

Two types of  sync codes could he used, with custom-designed 
uniquc spectral signatures. Each o f  the two types o f  codes could 
havc one of the following lengths: 

2, 4, 8, 16, 32, 64, 128. and 2% bytes 
This would result in a total o f  14 sync rcinforccmcnt patterns. 

Sync type 0 would indicate an absence o f  the sync reinforcement 
field. Sync type 15 could represent an additional special sync 
field, with a specified length. 

It is necessary for all sync type lengths to  be specified in ad- 
vance. Although the codes for sync themselves can bc specified 
later, they can only be spccificd once for each o f  the IS valid sync 
types. 

I t  should be noted that the transport header always bcgins 
exactly 26 bytes prior to the first byte of the  sync reinforcement 
field. Once the sync reinforcement field has been I t ~ a t e d ,  the 
transport header and the main header have been located. 

A. 7.6 Error Protection 
None of the fields prcviously described, which precede the 

error-corrcction/protcction field, will be protected by this field. 
However, all of the fields following and including this crror- 
protcction/corrcction field, starting at the first bit, will be part of 
the error-protection/correction group. The protection will extend 
through the rest of the transport header and on into the main 
headcr and its descriptor, and for some o f  the formats, into the 
payload as well. 

Since sync reinforcement is used to capturc the data stream 
initially, it is probably not appropriate to error-protect this sync. 
The sync codes arc designed to be found within a stream. I f  
protection is needed for the sync field, then special sync protec- 
tion can be provided within the amplc bytes available for sync 
COdCS. 

Two types o f  error protection arc supported. One type allows 
the protected data fields to be read, as is, leaving them “clear” but 
augmenting them with protection. Examples o f  this type of code 
iirc the Hamming code and some common forms o f  the Recd- 
Solomon code. The sccond type scrambles all o f  the bits in the 
coding process. An example of  this type o f  code is ii convolutional 
one such as the Vitcrbi code. In the case of scrambled protection, 
the fields being protected will he completely unreadable without 
decoding. If the header format, the headcr length field, the dc- 
scriptor type, and many other crucial fields arc protected in this 
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................................................................. 
I T r a n s p o r t  I P r o t e c t i o n  I Length I P r o t e c t i o n  I 
I Header I I of T r a n s p o r t  I I 
I Key I <- I P l u s  Main I <- I 

I Code I I Data Pay load  I I 
I 8 I 8 I 32 I 32 I 

I Unique I I Header P l u s  I I more -> 

................................................................. 

?gure A4. Transport header format. 

I Sync I P r o t e c t i o n /  I P r i o r i t y  & I A u t h o r i z a t i o n  I 
I F i e l d  I C o r r e c t i o n  I Auth f o r  

I l e n g t h s )  I l e n g t h s )  I ( 1 6  l e n g t h s )  I ( 16  l e n g t h s )  I 

I C o p y r i g h t  a n d  ]more-> 
( ( 1 6  possible  I(many possible  1 P r i o r i t y / B i d  I U s e  F i e l d  I 

................................................................. 
I E n c r y p t i o n  I Sequence  I T h i n g  I Rese rved  I P ad  I 
I F i e l d  I N u m b e r  I F i e l d  I f o r  I F i e l d  I 
I I F i e l d  I I F u t u r e  I (variable1 
I ( 1 6  l e n g t h s )  I ( 1 6  l e n g t h s )  I ( 1 6  l e n g t h s )  I ( 1 6  l e n g t h s )  I l e n g t h )  I 

( end  of t r a n s p o r t  h e a d e r  ->) 

................................................................. 

Fol lowed b y  a normal  main h e a d e r :  

I Main I P r o t e c t  I Header 
I Header1 <- I T a i l  

1 8 1 8  I ( l e n g t h  f i e l d s ,  descriptor codes, e t c )  

........................................................... 

I Key I I -> 

........................................................... 
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way, thosc devices that cannot dccodc thc crror correction would 
bc unable to either read or  skip the hcadcr. Thus, the transport 
header will contain a “length ficld,” protcctcd in thc augmenta- 
tion method rathcr than thc scrambling method, which will allow 
dcviccs to find this length ficld and thereby skip thc rcst o f  the 
transport hcadcr and the cntirc main header, its descriptor, and 
its payload. A second “length o f  transport header” field will also 
be prcsent and protcctcd via thc “in the clear” augmentation 
mcthod. 

A. 7.6. I Intcnrioriul Inflerihility 
In order for all o f  the abovc mcchanisms to opcratc properly 

and efficiently, it is nccessary to limit the numbcr o f  fbrmats 
availablc in thc transport header. Perhaps 8 or  16 typcs o f  cach o f  
the ficlds should be provided for, with all typcs being spccificd in 
advance. We are using 16 as our example. Thus, therc would bc 
16 error-correcting codcd formats and {- code Icngths, 16 sync 
rcinforccmcnt ficld formats and lengths, I6 priority fields and 
lengths, ctc., with cach field format having a spccificd length. 

Sincc thc error correction transport function is the most diffi- 
cult with respect to format, a very limited numbcr of field options 
will be provided under the scopc o f  protection. Also, padding, 
which might bc quitc long, will bc required at thc cnd o f  the 
transport hcader bcforc thc main header in order to make the 
total length of the transport hcadcr plus the main hcadcr and its 
dcscriptor (and possibly payload) to be a simple-to-corrcct con- 
vcnient known lcngth corresponding to onc o f  the I6 protection 
typcs. 

A. 7.6.2 I’ossihlr Pre.specifierl Protection Qpes 
The prcspccificd Ih possible protection typcs might bc B S  

follows: 
0 Type 0 indicates that no protcction/corrcction ficld is 

present. 
Types 1 through 1 0  protect “in the clear,” by adding protcc- 

tion bits without scrambling, as in Hamming codes and somc 
common types o f  Rced-Solomon coding. 

Typcs 1 through S protect the transport hcader, thc main 
hcader, and its dcscriptor. 

Thc types arc as follows: 
I .  Protcct all remaining transport hcadcr bits, beginning at the 

first bit o f  thc error-protection/correction ficld, all main header 
bits, and all descriptor bits. Do not protcct any payload bits. Thc 
protcctioii/corrcction bits are applicd on cvcry group of 64 bits. 
The total lcngth of all fields being protcctcd, cxcluding the crror- 
codc bits themselvcs, must be a multiplc of64 bits. This is accom- 
plishcd by the use o f  pad bits at the end o f  thc transport header. 

This implementation requires that memory bc available to 
store thc corrcction bits for thc cntirc length of  transport header, 
main headcr, and its descriptor. 

For type I ,  the total lcngth of thc protcction codc ficld is the 
total length ovcr 16, with 4 bits for every 64 (68 bits total on W bits 
of data). 

2. Same as I ,  but total length ovcr 8, with 8 bits protccting 
cvcry W (72 bits total for 64 bits o f  data). 

3. Samc as I ,  but total length over 4, with 16 bits protecting 
cvery 64 (80 bits total for 64 bits of data). 

4. Same as 1, but total length ovcr 3 (half as long iis thc fields 
bcing protected); 32 bits protecting cvcry 64 (96 bits total for 64 
bits of data). 

5. Same as I ,  but total length ovcr 2 (the same lcngth as the 
ficlds being protected); W bits protecting cvcry W (128 bits total 
for 64 bits o f  data). 

Typcs h through I 0  protect the payload in addition to the 
transport header, the main header, and its descriptor. 

h. Samc a s  typc 1 ,  except protcct the payload as wcll. For typc 
0, the total lcngth of thc protcction code ficld is the total lcngth 
ovcr Ih, with 4 bits protccting every 64 (68 bits total 64 bits o f  

7. Samc as 6, but total lcngth over 8, with 8 bits protccting 
data). 
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cvcry 64 (72 bits total for 64 bits o f  data). 
8. Samc as 6, but total lcngth ovcr 4, with Ih bits protecting 

cvery 64 (80 bits total for 64 bits of data). 
9. Samc as 6, but total lcngth ovcr 3 (half :is long as thc fields 

being protected); 32 bits protccting evcry 64 (96 bits total for 64 
bits of data). 

10. Samc as 6, but total lcngth over 2 (thc same lcngth as the 
ficlds being protected); 64 bits protecting cvcry 64 (128 bits total 
for 64 bits of data). 

Types 11 through IS protect by scrambling, a s  in convolution 
coding techniqucs such a s  Vitcrbi coding. Types 11 and 12 protcct 
thc transport hcader, thc main hcader, and its dcscriptor. 

11. Protcct all remaining transport hcadcr bits, beginning at 
the first bit o f  the protection/corrcction field, all main hcadcr bits, 
and all dcscriptor bits. Do not protect any payload bits. Thc 
protcction is applicd using 16 bytes on cvcry group of 144 bytes. 
The total lcngth o f  all fields bcing protcctcd, including the crror- 
codc bits thcmsclves, must be ii multiplc o f  144 bytes. This is 
accomplishcd by thc usc of pad bits at the cnd of the transport 
hcadcr. 

This implementation requires that memory be available to 
storc the corrcction bytes for the entire lcngth of transport hcad- 
er, main headcr, and its descriptor. For typc 1 I, the total lcngth of 
the protcction codc is 16 bytes for every 144. Thus, thcre are Ih 
extra protection bytes in each 144 bytcs being stored, rcsulting in 
128 bytes o f  data aftcr dccoding. 

12. Samc :is 1 I ,  but with Ih bytes protecting every 80 bytcs, 
rcsulting in 64 bytes o f  data aftcr dccoding. The total o f  all 
lengths, bcginning at thc first bit o f  the protection/correction 
ficld, must be a multiple of 80 bytcs. 

Typcs 13 and 14 protect thc payload in addition to the trans- 
port hcadcr, the main hcadcr, and its descriptor. 

13. Samc a s  1 I ,  cxccpt the payload is also protected. 
14. Same as 12, cxcept thc payload is also protcctcd. 
IS. Samc as 1 I ,  cxcept 4 bytes protect 32 bytcs (total o f  30 

bytes for 32 bytes o f  data). This format is for short hcader for- 
mats, and provides n o  payload protection. 

A. 7.6.3 Ititc4wJing 
In addition to the above mechanisms for crror protcction, somc 

o f  the error-protection formats can invoke intcrleaving. Interlcav- 
ing can substantially reduce the problem 
crrors. Although the initial part of  thc transport header is subject 
to being “wipcd out” by B burst error, presumably ii copy o f  this 
section could bc available previously in a redundancy transport 
hcader. Thus, oncc thc protcction format has bccn detcrmincd, 
then the rcst o f  the transport headcr, bcginning at thc crror- 
protection ficld, plus the main hcader, its dcscriptor, if prescnt, 
and optionally the data payload, can all bc protcctcd from burst 
crrors via interlceving in addition to crror-corrcction methods. 

Predcfined intcrleaving mcthods can be incorporatcd with 
somc of the types discusscd above. Because intcrleaving is likely 
to involve as widc B spacing a s  is fcasiblc, thcrc will be a tradcoff 
between the lcngth of thc protcctcd field, and natural multiplcs 
of  thc error-protcction sizcs. Thc error-protcction group sizcs for 
Hamming-type codcs arc much sninller than the crror-protection 
group sizcs for Rccd-Solomon-typc codcs. lntcrlcaving must be 
some multiplc largcr again. Thus, useful intcrlcaving may be 
restricted to longer lengths o f  fields being protected. One possi- 
bility is to have thc intcrleaving spacing be the error-protection 
group sizc divided into the total Icngth. 

Howcvcr, this near-optimal format requircs some complcxity 
in  unwinding the interlcaving. For long protectcd ficlds, this may 
also involve a buffcr that is the lcngth o f  thc field. Thus, therc are 
potential issues to invcstigatc with rcspcct to how to universally 
and generally spccify a powcrful intcrlcaving technique. 

A. 7.6.4 Error Dctcctioti 
Thcrc is no provision for simplc error dctcction in the above 

typc cxamplcs. Such dctcction could be provided via qclical 
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redundancy code (CKC), fire code, chccksum, parity, or other 
check method. Such may be useful in sonic c ~ s c s .  Howcver, thc 
focus on crror correction is bascd on the nccd for headers to be 
intcrprcted without crror in ordcr to serve thcir function. 

The dcscriptor in the main header can be uscd for detection 
codes for data payloads that should be chccked but need not be 
correctcd. This need not bc standard-spccific, since the descrip- 
tor can be standard-indcpendcnt. Thus, error detection, as op- 
posed to corrcction, is more appropriate in the dcscriptor than in 
the transport header. 

A. 7.6.5 Parurnetm of Error Protection 
The parameters o f  error detection shown in the above type 

T y p e  2,  4 b y t e s :  

I P r i o r i t y  I A u t h o r i z a t i o n  I 
I 16 b i t s  I 16 b i t s  I 

............................. 

............................. 

Type 3, 8 b y t e s :  

I P r i o r i t y  I B i d / V a l u e  I A u t h o r i z a t i o n  I 
I 16 b i t s  I 16 b i t s  I 32 b i t s  I 

......................................... 

......................................... 

T y p e  4, 16 b y t e s :  

I P r i o r i t y  I B i d / V a l u e  I A u t h o r i z a t i o n  I 
......................................... 
I 4 ) i b y t e s I  4 b y t e s  I 8 b y t e s  I ......................................... 

Type 5 ,  32 b y t e s :  

I P r i o r i t y  I B i d / V a l u e  I A u t h o r i z a t i o n  I 
I 4 b y t e s  I 4 b y t e s  I 24 b y t e s  I 

......................................... 

......................................... 

etc. 

Figure A5. Field formats 
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examples need further investigation and rcfincmcnt. The lengths 
and protcction ratios proposed arc known to be implcmentablc in 
existing hardware and arc expcctcd to be convcnient in practice. 
However, further investigation o f  optimal parameters for error 
protection may help refinc or revise the parameters suggested 
above. 

A. 7.7 Priority and Authorization or Bid for Priority 
Finite bandwidth resources, such as satellite channels, long 

fiber channels, long real-time computer channels, terrcstrial 
broadcast channels, and other channels with long distanccs cause 
long latency, which naturally prcvents error-rctry. Thus, channel 
bandwidth allocation near saturation on real-time imagcry 
streams takes the form of packet collisions. Such p* dc k ets arc most 
naturally the hcadcr/descriptor/payload combination, sincc each 
can havc its own priority and each forms a constant priority 
grouping. The constant priority grouping would bc the construc- 
tion used by the originator. 

Whcn sharing a finite-bandwidth channel, it may bc necessary 
to pass some data and drop other data. In order for the channcl’s 
controlling dcvicc to dcterminc fairly which packcts to pass and 
which to drop, priorities for packets might bc provided. In many 
spatial-frequency-based compresscd imagcry formats such as 
DCT, subband, and wavelets, thc high frequencies rcprcscnt tiny 
picturc detail that might bc lost without much picture degrada- 
tion. Howcver, the spatial low frcquencies, audio, and motion 
vectors must be heavily protected and may not bc droppcd with- 
o u t  visible artifacts. 

Thc typc ficld would specify the Icngth and format of the 
priority and/or authorization fields that follow. The length might 
havc 2Vypc length (2 to thc power o f  thc valuc in the type ficld, 
being 2,4,8, 16,32,64, 128, etc., bytcs). Type 0 still represents thc 
abscncc of the priority field. 

Sincc the priority and thcir authorization ficlds will compcte at 
the highcst Icvel, it will be necessary for us to dcfinc their mean- 
ing at the outset. We will further nced to dcfinc the mappings 
between the shorter and longer versions o f  each field. 

The format o f  the ficlds might be as shown in Fig. M. The 
priority ficld varics from 1 to 8 bytes, allowing very detailed 
priority Icvcls. 

The BidNaluc field allows a packet to havc a “bidding price” in 
a collision with other packets. Such a bidding price would be a 
value if the price had previously been acccptcd. A valuc would 
imply that tossing thc packet would break a contract for delivery 
to the packet. Thc meanings of the BidNalue fields would bc 
tied directly to authorization codes, which would indicate the 
following: 

I .  Whcthcr thc header was authorized to bid. 
2. The “credit rating” (or importance) o f  the bidder. This 

could potcntially wcight the priority field. 
3. Whether the bid had been previously acccptcd, so that the 

BidNalue ficld was thc valuc paid for the payload’s delivery. In 
such a casc, tossing the packet would violate thc contract. Prc- 
sumably such a case would occur only whcn more contracts had 
been made than were available, so that packets were only tossed 
by other similar acceptcd-bid packets with an cstablishcd value. 
This is a similar problem to “ovcrbwking” on airlines. 

4. Authorization may affect the bid/value. If commissions are 
paid on some bids or values, and not on others, thc nct bid or 
value may differ. This is similar to the problem of  bids in different 
currencics, or direct bookings vcrsus using agcnts. Thus authori- 
zation can indicatc the source and/or typc o f  a bid for these 
purposes. 

The priority should be registcrcd in entirety. Thus, thc mean- 
ing o f  priority codcs might bc defincd by registration. However, it 
may be desirable to havc prioritics takc simplc linear prcccdcnce 
ordcr, with higher values reprcsenting higher priorities. One pos- 
sible solution is to dcfinc the first, or the first and second bytcs o f  
the priority to be linear magnitude preccdcncc priority codes. 
Subsequent bytcs, however, could bc registered codes, with 
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unique meanings that arc standardized to help resolve priority 
conflicts. 

Other than the potential interactions of authorization on prior- 
ity and bid/value, authorization can have the following very im- 
portant uses. 

A. 7.8 The Authorization Field 
USCS of authorization: 
I .  Pay-per-view target encryption codcs (in lock step with rc- 

cciving system). 
2. Channel authorization. For cxamplc, is a satellite downlink 

channel signal authorized for use as a cable hcad-end‘? 
3. Channel routing authorizations. For instance, are all au- 

thorized destinations only on network fork A, such that a sourcc 
for subnctworks A and B need not carry the payload to sub- 
network H. This is the function of supporting a subset of all of thc 
outputs involved in a Y connection. 

4. End-user authorization for teleconferencing, to indicate 
who can be included in the teleconfcrcnce, including who may 
observe and who may originate. 

5. Privacy and protection against unauthorizcd acceptance or 
origination of the signal in any use. For example, protection 
against real-time datastrcam hackers or unauthorizcd video- 
phone wire tapping. 

6. Authorizcd user cnablement codes. Such codes would au- 
thorize user systems for future authorized codcs. For examplc, 
when a cable subscriber adds a new channel, an enablcmcnt code 
would be sent to the decoder to add authorization interpretation 
and viewing for the new channcl. 

7. Diagnostic, statistic, and rating codes for exploring nctwork 
loads, active users, show ratings, unintentional network discon- 
nects, channcl error rates, ctc. 

8. Copyright information indicating ownership. 
9. Copyright fee structurcs, including where to pay fees. 
10. Indications of who may edit a work, whether it may be 

included in other works, and fee structures for doing so. 
I I .  Possibly an automated mechanism could bc constructed to 

automatically negotiate rights based on prearranged “willing to 
pay” algorithms, s o  that clips can bc included without undue 
complication. 

A.7.9 Encryption 
One function of the transport hcadcr is t o  provide one or more 

encryption keys f(>r dcciphcring the payload and descriptor. 
Many protected users may wish to protect against unauthorizcd 
dcciphcring o f  the descriptor, since it may contain valuable infor- 
mation that could help in deciphering the payload. Codes could 
be used for encryption keys, for example, to unlock descriptors. 
Descriptors, in turn, may contain more elaborate encryption 
codes to further unlock the payload. 

Based upon successful authorization code interactions, encryp- 
tion codes can be deciphered and applied against the descriptor, 
the payload, or both. As usual, a type 0 represents that no encryp- 
tion field is prcscnt. Fifteen types arc available, with 15 prcspcci- 
ficd associated lengths, for encryption. Although the lengths must 
be prcspccificd, the meaning of the encryption, or  its associated 
technique, can bc completely private. Complcx encryption algo- 
rithms can be developed and updated between cmbcddcd ctdcs 
in the receiving device, codes in the descriptor, and possibly 
algorithms transmitted and updated via descriptors. 

A.7.10 Sequence Numbers 
The sequence numbering ficld specifies not only packet order- 

ing, but also windows of order and groupings. For cxamplc, in 
some systems various headers and their associated payloads form 
packets that can update the screen in any ordcr during the frame 
time before the buffer switch for viewing. Howcvcr, motion vcc- 
tors might nccd to prcccdc compressed image deltas. Thus not 
only packet grouping, but packct gcncriil ordering might bc 
specified. 
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On some networks, lowcr-priority packets arc delayed, rather 
than dropped. In such networks, it is necessary for the nctwork 
controlling mechanisms to understand the bounds on acceptable 
delay for packets and groups of packets. This field contains ii 
series of codes for defining tolerance of imagery and other real- 
time streams for being received out of ordcr. Type 0 means no 
sequence ficld is present. Fifteen valid type fields with the associ- 
ated prespecificd lengths are available. 

A. 7. I I Timing Reconstruction 
In real-time data streams, it is often necessary to reconstruct 

precise timing after this timing is disruptcd during transport. 
Timing reconstruction information, concerning the times at 
which events should occur, are specified in this field. Timcs can 
be specified a s  absolute times, where the transport delays and 
their bounds are known. Relative times can be specified relative 
to an arbitrary “start of rcal-time stream” clock marker, which is 
set by the receiving device upon receiving the first displayablc 
buffer load. 

Synchronization between audio and image, between multiple 
audio streams, or bctwccn streams from multiple sourccs, is han- 
dled via thc timing reconstruction field. Rcsynchronization for 
removing cumulative jitter cffccts can also be enabled through 
the use o f  this field. 

A typc of 0 indicates an absence o f  the timing reconstruction 
field. The IS availablc codes will have prespecified lengths, al- 
though their timing meanings may be deferred from some o f  the 
types. Of course, each o f  the typcs can only receive a singlc 
mcaning, which meaning must stay in placc from then on. The 
lengths for such unspccificd codes must all be spccified in ad- 
vance, howcvcr. 

A.7.12 Reserved for the Future 
This field is unspecified in contcnt and length. Because the 

total length of the transport hcadcr is known, and because this is 
the last field in the header prior to the pad, this ficld {- can 
maintain flexibility for future use by remaining completely unspc- 
cificd. All other fields must at least have their lengths specified 
for each type value. 

A. 7.13 Pad Bits 
Pad bits makc the lengths simple for error-correction proccss- 

ing. This is accomplished by making the total of the error-corrcc- 
tion/protection ficld rangc be the appropriate length for the 
error-correction format being used. For cxamplc, using a 64-bit 
length type, the length after the error-protection/corrcction field 
must bc a multiple o f  64 bits. Thus if the scope o f  the protection 
includes additional transport fields, such a s  priority and encryp- 
tion, plus a header and its descriptor, the pad bits would make the 
sum a proper multiple o f  64 bits. 

Appendix B - Illustrative Examples of Header 
Decoding Using “C” 

B.0 Background 
It is often instructive to represent a dcsign as a computer 

program written in some appropriate language (in this case C). It 
verifies thc design and provides a basis for comparing thc cost and 
performance of dcsign alternatives. The C language was choscn 
because it is reasonably universal. Conciseness and consistency 
arc foremost considerations in enabling comprehension and fair 
comparison; optimal performance is of sccondary importance. 
Optimizations and enhancements would bc added in preparation 
for commercial distribution. 

Two programs are described. One decodes a compact header 
and one decodes an ASN. I header. They arc similar in appeiir- 
ancc and usc thc same basic steps. The primary diffcrcncc IS the 
compact header decoder sclccts between multiple formats using 
table lookups, while an ASN.1 header has only one extensible 
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format. Each program extracts thc block length ;ind standard 
identifier from the hcadcr, and thcn calls ;I corrcsponding func- 
tion to process the payload. 

B.l Compact Header Decoder 
The following program decodes a packet with a compact hcad- 

cr. If the packet format is prcdcfincd, it calls the corresponding 
predefined function, otherwise it  extracts the standard identifier 
and block length in a manner similar to the algorithm described in 
Section 5.2.8. It uses the identifier to look up a decoding function 
( f ) ,  and ignores any blocks with unknown identifiers. 

Two table lookups arc uscd to decode the compact header. 
The length-type tablc (It table) contains information uscd to 
decode predefined messages and block length. The identifier 
table (id table) contains information used to decode the standard 
identifier. One obvious optimization is to combine the two table 
lookups into a single 256-entry lookup. This reduces the instruc- 
tion path for some cases, but increases memory requirements. 

The identifier is lcft a s  a string o f  bytes uscd to compute ii hash 
table lookup o f  a decoding function. If a sovereign state field 
exists, it is processed together with the standard identifier, but ii 
scparatc hash table is uscd. The hash tablc lookup is performed 
by the procedure lookup0, which takcs identifier address, idcnti- 
ficr Icngth. and tablc selection a s  arguments, and returns a point- 
er to the corresponding function (J). 

B. I .  I Cautionary Notes 
Certain header formats arc not yet defined or arc rcscrved lor 

future use. The program below docs not support thcsc formats. 
Predefined message types have no t  yet been standardized. To 

make the code complctc a dummy function call, fakc0, has been 
uscd. When the functions wcrc standardized, t h e  It table would 
c hangc accordingly . 

Block lcngth is assumed t o  fit within one 32-bit word. Extcnd- 
ing the program and/or the C language to support larger word 
sizes, thus lergcr block lengths, is possible and likely to happcn as 
64-bit processor architectures emerge. 

Bit-field ordering and assignment arc not yet defined. Choices 
made in the program below will require further consideration in 
the context o f  stmdardization. 

If an unknown identifier is encountered, the lookup function 
will rcturn a pointer to an appropriate dcfiiult function that ig- 
nores the payload and displays an informative message. 

B.1.2 Program Text 
The program has two parts - the first part contains table and 

procedure declarations, the second part (at the end) contains the 
dozen or  so statements actually exccutcd. Throughout thc code 
descriptive notes (comments that arc not executed) arc placed 
between comment delimiters (/* ...* /). 
/*Compact header has one o f  two forms: 

*Each character in the strings below represents a byte; bytes 
*between square brackets arc optional; payload bytes arc not 
'counted 

'2-bytc (minimum) for predefined mcssagcs: 

* 

* 

* 
* "ke[p ...p]" 
* 
*Extended header for longer blocks: 

* "kcl( ... lllc ... eli[ ... il" 

*Key: 

* k :: key byte (length type and id type, prcscncc o f  a readable 
'description) 
* c :: error byte 
* I :: length byte 

* 

* 

* 

* i :: id byte 
* p :: payload byte 

*/ 
cxtcrn void fakcO; 
cxtcrn void nullO: 

* 

/*fake predefined func to init It table*/ 
/*null func for unused function entries*/ 

typcdcf struct { 
char length; 
void (*function)O; 
char id offset; 

/*It table structure*/ 
/*block length or length o f  length field*/ 
/*predefined function for It O..S*/ 
/*offset to ident field for I t  h..lS*/ 

}Lt entry; 

Lt entry It tablcll61 = { /*It table declaration*/ 
/*O..3*/ 
/*4..7*/ 

/ * & . I  1*/ 
/*12..15*/ 

{2, fake, 0). {2, fake, 0). (4, fake, 0}, {S, fakc, O}, 

12, null, 4}, 12, null, S), 14, null, h}, (4, null, 8},  
16, null, X}, {6, null, 10). {O, null, O), {0, null. 0}, 

{6, fake, O), {O, fake, 0}, (1, null, 3}, (1, null, 4}, 

1; 
typedcf struct{ /*id table structure*/ 

char length; 
char table; 

/*length o f  ident field*/ 
/*which table t o  use in lookup*/ 

)Id-cn t ry; 

/*EXECUTABLE CODE STARTS HERE*/ 

int decode compact header (pkt) /*call standard decoder and 
rcturn length*/ 
/*pointer to packet*/ 

/*working pointer to packet*/ 

unsigned char *pkt; 

unsigned char *p = pkt; 
int It; /*length type*/ 
int length; /*block length*/ 
Id entry *pi& 
void (*f)O; /*standard function returned 

It = *p> >4; 

if(lt<h) /*process predefined for- 

{ 

/*id table pointer*/ 

from lookup*/ 
/*gct length type from bits 
4..7 o f  key*/ 

mats: It <h*/  

lcngth= It table[lt]. /*get block length from It ta- 

(*It tablc[lt].function) /*call predefined function*/ 

rcturn length; 

1 
length; blc"/ 

(PI: 

} 

/*extract enough bytes to cover length field and shift o u t  unused 
bits*/ 

lcngth=((int)*(p+2)< <24) I ((int)*(p t 3 ) <  < 10) I 

length > > = 3 2 -  (It tablc(lt].length*8); 

pid =&id tablc[*p & 0 x 71; 

p + = I t  tablc[lt].id offsct; 

f =  Itx)kup(p,pid - >length, 
pid - >table); 

((int)*(p+4)< < 8 )  1 *(p+S) ;  

/*get id table ptr using bits 0..2 
of key*/ 
/*move pointer to start o f  id 
field*/ 
/*lookup function*/ 
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p + = pid - > length 

(*f)(pJcngth ~ (int)(p - pkt)); 

rcturn length; 

/*move pointer to start of pay- 
load*/ 
/*call function with payload 
ptr,lcngth*/ 

} 

B.2 ASN.1 Header Decoder 
The following program decodes a packet with ;in ASN. I hcad- 

cr. The ASN.1 header is a compatible suhsct o f  the standard 
ASN.1 EXTERNAI. type. As stated in Section 6.4, not all the 
flcxibility o f  the standard EXTERNAI, type is needed to mcct 
the objectives. Thus this decoder has been specialized to support 
a level o f  function roughly comparable to that o f  the compact 
header decoder. 

Decoding an ASN.1 header is pcrformcd by parsing ii se- 
qucncc of tokens. Block length is defined by one sequence, stan- 
dard identification by a second. The header has short or cxtcndcd 
forms. Thc short form is uscd for blocks of  128 bytes or less end is 
processed by extracting block length from ii single byte. The 
cxtcndcd form is processed by constructing block length from 
multiplc bytes. 

The identifier is left as a string of bytes uscd t o  compute a hash 
table lookup o f  a dccoding function. The hash table lookup is 
performcd by the proccdurc IookupO, which takes identifier ad- 
dress and length and returns a pointer to a corresponding func- 
tion u). 
B.2.1 Cautionary Notes 

Context-dependent headers arc not decoded by the code 
below. They arc decoded by standard decode procedures at ii 

time they arc expected. Block length is assumed to fi t  within one 
32-bit word. Extending thc program and/or the C languagc to 
support larger word sizcs, thus larger block lengths, is possible 
and likely to happcn as W h i t  processor architccturcs emerge. I f  
an unknown identifier is encountered, the h k u p  function will 
return a pointer to an appropriate default function that ignores 
the payload and displays an informative message. 

B.2.2 Program Text 
The program has two parts - thc first contains variable and 

procedure declarations, thc second (at thc end) contains t h c  
dozen or s o  statements actually executed. Throughout the code 
descriptive notes (comments that arc not executed) arc placed 
between commcnt delimiters (/* ...* /). 

/*ASN.I hcadcr has one o f  three forms: 

*Each character in  the strings below represents a byte; bytes 
*between square brackets arc optional; payload bytes arc not  
*counted 

*Z-bytc (minimum) header for context dependent mcssagcs: 

* 

* 

* 
’ “111 ... I]” 
* 
*7-hytc (mininlum) header lor short blocks: 

* “tl t l i[  ... i l t l ”  

‘Extended header for longer blocks: 

* 

* 

’ 
* “t I [ ... l l t  li[ ... i]tl[ ... I 1” * 
* Key : 

* t :: tag byte 
* 1 :: length byte 
* i :: id byte 

* 

* 

*/ 

/* EXECUTABIE CODE S’I‘ARTS I IEIIE */ 

ticcode-asn 1 hcadcr(pkt ) 

unsigned char *pkt; 

cxtern void (( *lookupO)O; 
unsigned char *p = pkt; 
unsigned int  Icngth; /*block length*/ 
void (*f)O; /*standard function rcturned 

unsigned int t; /*temp rcgistcr*/ 

length = *(p t I ) ;  
if (length< 127) 

1: * ( P ~ t  3); 
I =  lookup(p + 4,t); 
(“l’)(p+ t +(,,length- 

rcturn length + 2; 

/*call standard dccodcr and 
return length*/ 
/*pointer to packet*/ 

/*id lookup function*/ 
/*working pointer t o  packet*/ 

I 

from lookup*/ 

/*gct 1st length byte*/ 
/*look for short form*/ 

/*get id field length*/ 
/*lookup function */ 

{ 

(p t t+h-pkt)) ;  /*call function*/ 
/*return total length*/ 

/*talc length o f  length field*/ t = length ~ 128; 

/*extract enough bytes t o  cover length field and shift o u t  unused 
hits*/ 

} 

Icngtli=((int)*(p+2)< ~ 2 4 )  I ((int)*(p+3)< < 16) I 
((int)*(p+4)< <X) I *(p+S); 

Icngth> > ;32-(t*X); 

p +  =1+3;  

f =  h k u p ( p  t I,*p): 
p t = * p + t + 3 ;  

(*l)(p,lcngth - (int)(p- pkt)); 

return length + t + 2; 

/*move pointer to start o f  id 
field*/ 
/*Itx)kup function*/ 
/*move pointer to start o f  

/*call func (payload ptr and 
size)*/ 
/*return total length*/ 

paylond */ 

} 
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