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January 3, 1992

This report of the SMPTE Task Force on Headers/Descriptors is an approved
document of the SMPTE Standards Committee and is made available for infor-
mation, as it contains valuable proposals concerning the development of digital
imaging and video systems and for standardization of certain of their aspects that
will be of interest generally. The standardization aspects of the report will be further
considered under the normal processes of the SMPTE for the creation and approv-
al of engineering documents, which includes the opportunity for further comment
and for public review prior to their final acceptance. Persons wishing to actively
participate in the development of these standards, including attendance at Work-
ing Group meetings and ballot response, may contact the Engineering Dept. of the
SMPTE. It should be noted that engineering documents arising from the contents
of this report may differ significantly from its recommendations, and caution is
suggested in the use of this report as the basis of design or implementation.

1.0 Introduction

The Task Force on Header/Descriptors
has considered the questions posed in its
scope of committee work and makes the
following final report and recommenda-
tions to the Standards Committee. The re-
port begins with a discussion of the
general objectives of the header/descrip-
tor, and then presents more specific objec-
tives selected by thc Task Force as it
developed two alternative implementa-
tions.

Both of the proposed implcmentations
could support new SMPTE standards, and
arc described in some detail here. The
“ASN.1 Implementation” is structurcd
using only Abstract Syntax Notation 1
(ASN.1), an cxisting and cvolving 1SO/
CCITT standard principally used in the
computer industry. The “Compact Imple-
mentation” is designed to minimize the
number of bits allocated to the hcader/de-
scriptor function, but also permits option-
al use of the ASN.1 notation later in the
headcr/descriptor for further extensibility.
Both implementations perform essentially
identical functions.

Appendices A and B present illustrative
approaches to the design of transport
headers and header-decoding software,
respectively. Transport headers arc de-
signcd to address certain difficult data
transport problems. Appendix C lists the
official task force members as of January
3, 1992.

In view of (1) the great importance to
industry and its customers of the capabili-
tics provided by the hcader/descriptors
described below, and (2) the degree to
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which these two possible implementations
satisfy the objectives established at the
outsct for header/descriptors, the Task
Force rccommends that: the Standards
Committee arrange for the preparation of
onc or two new standards for digital head-
er/descriptors based on either the “Com-
pact” or the “ASN.1” Implementations
described below, or on a combination
thereof.

2.0 General Objectives

The header/descriptor task force was di-
rected to consider header/descriptor ar-
chitectures and implementations
appropriate for the emerging digital high-
definition television (HDTV) and high-
resolution system (HRS) industrics. The
primary design objectives of the task force
are:

o Universality. All image and other data
strcams should be labeled so that signals
can be sharcd across systems and applica-
tions with minimal degradation or confu-
sion; the header/descriptor should
therefore uniquely identify the encoding
scheme employed and how the data is to
be intcrpreted.

e Longevity. The hcader/descriptor
should provide a number of potcntial
identification codes adequate to serve for
decades, and preferably centurics; this im-
plics that specific encoding identificrs,
once assigned and registered, should not
be reassigned or redefined. The header/
descriptor should also facilitate longevity
for cquipment and media of all types.

o Extensibility To facilitate service cn-
hancement and innovation, and to pro-

motc longevity of both cquipment and
recorded signals, the header/descriptor
should accommodate tcchnological ad-
vances in cither equipment or recorded
signals with minimal risk of obsoleting cx-
isting components, infrastructure, and me-
dia collections.

e Interoperability. The header should
permit optimal sharing of data streams
across data-generation, carrier, and cquip-
ment technologics and services in a varicty
of crror environments and should permit
all equipment and applications to succcss-
fully ignore encrypted or otherwise delib-
eratcly inaccessible data.

e Cost/performance effectiveness. The
header/descriptor should permit use of
both low-cost cquipment as well as morc
cxpensive high-performance  equipment;
the header/descriptor should also accom-
modate inexpensive equipment incapable
of decoding all possible data strcams.
Economy and simplicity through flexibility
and scalability of the key performance pa-
ramcters should also be supportable.

e Compactness. The header/descriptor
should be economical in its utilization of
bits and should typically comprise a negli-
gible fraction of the underlying data
stream.

e Rapid capture. Much vidco and other
serial data is intercepted midstream, such
as when users switch to a new channel, and
therefore the header/descriptor should
permit rapid header identification, ade-
quatc to meet the needs of all applica-
tions.

o Editability Common editing and pars-
ing operations, such as splicing, append-
ing, replacing, inserting, cropping, and
overlays, should be supportablec by the
header/descriptor architecture without
necessarily requiring decoding and encod-
ing of the data strcam itself.

3.0 Specific Header/Descriptor
Objectives

To meet the general objectives summa-
rized above, the Task Force selected the
following compact set of specific objec-
tives which are met by both implementa-
tions described later. The hcader and
descriptor are defined here separately.

3.1 Specific Header Objectives

The specific objectives of the header are
to:
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o Identify by number the cncoding
standard employed by the attached block
of data.

o Specify the length of that block of
data, so that equipment of any epoch can
successfully skip uninteresting blocks of
data or data encoded using standards de-
fined subscquently.

¢ Indicate whether a rcadable descrip-
tor follows the hecader.

¢ Pcrmit users to intercept data streams
at random times, as when switching chan-
nels, so that proper data interpretation be-
gins swiftly.

¢ Providc optional error-protection ca-
pability. Data generation cntitics may wish
to supplement error-protection services
provided in subsequent cnvironments ex-
perienced by that data, particularly when
those environments are unknown.

The task force considers these attri-
butes of the header to be the minimum
mandatory set, recognizing that additional
important capabilities can be provided by
thc descriptor.

3.2 Examples of Header Use

A simple example illustrates how these
minimal capabilities for the header satisfy
the general objectives discussed above.
Suppose, aftcr many years, some HDTV
broadcasters wish to provide dual-lan-
guage sound tracks. This capability could
be provided by adding to the data strcam
blocks of data conveying the sccond lan-
guage. These new blocks would be labeled
by a header incorporating a standard num-
ber not recognized by cquipment pro-
duced earlicr. This older equipment
would read the header and recognize the
standard identification number as being
unknown. [t could then observe the length
of the associated block, and skip over it to
the next header.

All data could be labeled by such flexi-
ble headers, or only a designated portion
(c.g., “auxiliary data™) of a morc rigidly
defined larger vidco data stream. Note
that HDTV rcceivers capable of receiving
only 20 Mbits/sec could not accommodate
increases cxcept at the expense of any
spare capacity previously rescrved for ex-
pansion, or by the broadcaster reducing
the number of bits conveying video or
audio; in the latter casc the original stan-
dard would have to be defined so as to
permit receivers to accommodate any such
real-time video or audio truncation, how-
cver.

3.3 Specific Descriptor Objectives

The principal function of the descriptor
is to convey additional information that
improvcs the uscfulness of the data to the
user; its format would be specified indc-
pendently of the standard employed for
the data itself. Such optional auxiliary in-
formation in the descriptor might include
transport information such as crypto-
graphic, priority, or additional crror-pro-
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tection information, as well as source time,
authorship, ownership, restrictions on use,
royalty payment information, explicit de-
scription of encoding or decoding pro-
cesses, intcrmediate  processing
performed, and other information in
forms that could cvolve over the years. To
simplify the decoding task, the descriptor
may also contain an abbreviated table of
contents and a flag indicating whether any
information has changed since the pre-
vious descriptor. The beginning of the de-
scriptor would also indicate the descriptor
length so that it might be skipped without
interpretation if the user chooses. Option-
al additional error protection would be
available for data originators so desiring it.

Specifically, the descriptor could in-
clude:

¢ A list of standard-idcntification num-
bers, parameters of operation, text, and
algorithms, in any desired combination.

e A compact optional table of contents
for the descriptor.

o A flag indicating whether changes oc-
curred since the previous descriptor.

o The length of the descriptor so that it
might be readily skipped if desired.

¢ Information indicating the aumber of
descriptor entries and their formats so
that they might be properly interpreted.

¢ Optional crror protection for the de-
scriptor.
The presence or absence of a descriptor
could be indicated by onc of the bits con-
taincd in the header.

3.4 Examples of Descriptor Use

The usc of standard identification num-
bers in the descriptor permits very com-
pact and flexible encoding. For cxample,
onc such number might be allocated inter-
nationally to each model number of studio
tclevision camera, so that subsequent im-
age processing can maximally improve im-
age quality, compensating for any camera
idiosyncrasics. Similar identifiers could be
used for different forms of physical, ana-
log, or digital filtering that has been ap-
plied to the image subsequently, so that
user equipment might again appropriately
refilter the image in an optimum way de-
pending on the user’s intentions. This is
important because performance for any
particular display device or audio system is
best when it reflects the processing that
has occurred previously.

Authorship, owncrship, and other such
information could be conveyed by com-
pact standard-identification numbers, or
by usc of plain text in English or another
language. Certain descriptors might sim-
ply be numbers indicating the settings of
certain switches at the time the signals
were generated, such as switches control-
ling audio bass, treble, or volume. The de-
scriptor may also includc subroutincs or
other encoded instructions that facilitate
subscquent processing or decoding.

Standards numbers and parameter

ficlds can also be used to support trans-
port-layer functions, including cssentially
all forms of cryptography, statcment of the
relative priority of the current data block,
priority “bidding” data (so users can bid
for priority in a free-market sensc), syn-
chronization reinforcement blocks, and
other information, the character of which
can be defined over the ycars as ncw stan-
dards identification numbers are assigned
and as new languages and protocols arc
defined. The incorporation of transport
capabilitics in this standard should not
compromise those established by other
layers, but would merely supplement
them. The only limitation is that such de-
scriptor transport standards should re-
main robust if block sequences arc
shuffled in another transport layer.

4.0 Illustrative Examples of
Header/Descriptor Use

An HDTYV broadcaster could simply di-
vide the HDTYV signal into blocks, cach
beginning with a header of perhaps 6 to 16
bytes in length. This header would contain
the length of cach block, which could be
fixed for all time or variable, and a unique
standards number indicating the given
HDTYV encoding protocol, which may also
be unchanging in the initial years. If the
over-the-air broadcast standard is heavily
crror protected, little additional error pro-
tection might be added to the header.
Good engineering practice would suggest,
however, that the header be independent-
ly error protected using some of the op-
tions described later, and that separate,
and possibly less robust, error protection
be applicd to the remainder of the data
strcam.

If the HDTYV channcl is defined so as to
perform all transport functions, including
all synchronization and crror correction,
then the header/descriptor described here
might bc cmbedded in the transported
data stream. At that level it would prefer-
ably be used to encapsulate all data, but
could be uscd in an inferior implementa-
tion to cncapsulate and charactcrize only
substream or side-channcl data. In this cx-
ample too, the descriptor might convey the
origins and processing history of the data,
cnabling futurc higher-performance sys-
tcms to cmploy post-filters optimizing the
quality of the output imagcs. Such flexibil-
ity could be particularly important if the
output display capabilitics of thc cquip-
ment cnabled flexibility in framc rate,
pixcl interpolation routines, and chromin-
ancce manipulation. In the case of audio
signals, descriptors could be used in a simi-
lar manner to enable optimum rcproduc-
tion by characterizing microphone
placement and preprocessing.

A varicty of header/descriptors plus as-
sociated data could be scquenced in any
side channcl to provide a varicty of flexible
delivered products, such as multiple audio
channels, multiple-language captioning,
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home-shopping order information, and
cven entire TV signals encoded at lower
quality so that more than one can sharc a
single channel. In this example, the ulti-
matc flexibility that could be obtained with
individual broadcast channcls would be
heavily dependent upon the flexibility in-
herent in the broadcaster’s ability to de-
creasc the data rate associated with the
initial broadcast product to accommodate
possible growth in use of the side-channel
capability.

It is also possible to send descriptor in-
formation in a scparate block with its own
header, rather than embedding it in the
same blocks as the associated data. In this
case the characterization of a signal pro-
vided by a descriptor could remain un-
changed for many blocks until that
descriptor information changes. In the
event the transport layer is prone to shuf-
fling the scquence of blocks, impairing as-
sociation of descriptors and usc of this
data, the inherent flexibility of this header/
descriptor system permits incorporation of
scquence numbers in blocks so that the
receiving entity can properly sequence
them. Such separation of descriptor infor-
mation into separate blocks also simplifics
translation between environments having
different transport layer protocols; any de-
scriptor clements providing transport-lay-
cr functionality can be added or deleted
when moving between such environments,
as desired. An option whereby special
“transport header/descriptors” arc pre-
pended to blocks is deseribed in Section
5.2.7.

To the extent that transport-layer func-
tionality might be embedded within the
basic data block, it could be harmlessly
overlaid by similar transport-layer func-
tionality in other system clements without
loss. Thus the great flexibility inherent in
the header/descriptor architecture pro-
poscd here, including its ability to perform
multiple functions in a multilayer ISO ¢n-
vironment, should not be a handicap, and
may in some applications be an important
advantage.

Furthcrmore, this header/descriptor
structure permits efficient utilization of
the standards activitics of a wide varicty of
national and intcrnational organizations.
Every standard developed by such bodies
for characterizing or communicating digi-
tal information can be characterized by an
identification codc that can be conveyed in
an cfficicnt manner by the header/descrip-
tor system described here. Since the im-
plementations proposed here call for cach
standards authority to havc its own identi-
fication number, such standards bodies
could, in this “ID” concept, choose to use
the very same identification numbers they
have previously chosen for other purposcs.
Alternatively, that authority could choose
some other simple onc-to-onc mapping
between numbers. At the same time, such
standards can also usc this header/descrip-
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tor system as an embedded construct with-
in their own protocols. Although the full
power of the flexible extensible structure
proposed here will only become apparent
as it is developed and improved over the
years, the basic architecture can be fixed
immediately. This would permit immedi-
ate fabrication and utilization of cquip-
ment based upon this standard.

5.0 Compact Header/Descriptor
Approach

5.1 Compact Header/Descriptor
Architecture

The header is divided into two parts: a
2-byte “header key,” and the remainder,
or “header tail.” Among the available
header options arc those without tails, cor-
responding to a 2-byte header conveying
simple messages; 32 possible messages of
this type arc available for future defini-
tion. The most usual function of the key,
however, is mercly to “unlock” the tail by
providing information about the format of
that tail.

The descriptor is divided into three
parts: a 2-byte “descriptor key” (similar to
the header key), a “core” of 00 to 8 bytes,
and the “descriptor tail,” which conveys a
scrics of numbers signifying various picces
of information.

5.2 Header Key

5.2.1 Header Key Organization

The header key consists of two 4-bit
ficlds and one 8-bit ficld. The 8-bit ficld
provides 2-bit error-correction capability
for the key, and the first 4-bit length-type
“L.T” field determines the length of the
header ficld in the tail that contains the
length of the block. A block of data is
defined as comprising the header, any de-
scriptors, and the associated data. The
othcer 4-bit “ID” ficld normally determines
the number of bits in the header-tail ficld
devoted to indicating the standard num-
ber under which the remainder of the data
in the block, possibly including the dc-
scriptor, is cncoded. Most  descriptors
would be publicly readable, however. The
ID field also indicates whether a readable
descriptor follows the header; sometimes
onc might wish to rcad the descriptor be-
fore deciding whether to decode the rest
of the data block. The ID ficld can alterna-
tively convey messages for certain 4-bit
combinations in the first 4-bit LT ficld. In
addition to specifying the length of the
hecader tail field devoted to specifying
block length, the LT field also determines
what level of error protection is being pro-
vided for the header.

5.2.2 Header Key: 4-Bit “Length-Type”
LT Field

The primary purpose of the 4-bit LT
ficld is to specify the length of the ficld in

the header tail devoted to specifying the
block length. For 6 of the 16 possible com-
binations proposed here (the “fixed-
length” options) the total Iength of the
block is prespecified so that no bits in the
header tail arc allocated to specifying
block length. The other 10 proposed com-
binations permit usc of 1, 2, 4, and 6 bytes
for specifying the block length in bytes in
intcger format; in cach case versions with
and without crror-protection capability for
the header arce available to the standards
definition community. The 8-bit protec-
tion provided to the hecader key is always
present, however, since the integrity of the
key is crucial, and it represents such a
small part of the total,

The six proposed fixed-length options
arc as follows:

1. The block is 2 bytes long and the
message is conveyed by the 4-bit 1D ficld;
16 messages are possible. One of these
messages could signify that the rest of the
header/descriptor is coded in ASN.1 (dual
compact- and ASN.I-hcader decoding ca-
pability would be necessary for all equip-
ment, however, but Appendix B suggests
this might not be burdensome).

2. Samc as (1), except that an addition-
al 16 messages arc possible (for a total of
32 2-byte options).

3. The block is 4 bytes long, the mes-
sage consisting of the 4 1D bits plus 2
bytes, a total of 20 bits.

4. The block length is 6 bytes; 28 bits
(4+3x8) arc available, the remaining
byte providing crror protection for the last
4-byte sct.

5. The block length is 6 bytes with 36
bits of information (4 +4 x 8) being avail-
able, but without additional crror protec-
tion.

6. The length of the block is unknown
or irrelevant.

In cach of the foregoing options, except
the first two, the available bits can be di-
vided in a yct-to-be-determined way be-
tween those indicating the standard
identification number and any additional
message. The proposed SMPTE standard
would constrain only options 4 and §, allo-
cating the first 8 bits to designating the
sovereign state, so that development of
these 6-byte options can proceed without
international agreement. Designation of
standards bodies and sovereign states is
discussed further in Section 5.2.4.3,

The ten remaining proposed options for
the LT ficld provide for cither 1, 2, 4, or 6
bytes in the header tail to be allocated to
specifying the block length in bytes, always
in intcger format. Depending on which of
these ten options is chosen, additional in-
formation is also conveyed concerning the
level of crror protection for the header.
These proposcd options arc as follows:

7. One-byte ficld in thc hcader tail
specifics block length in integer format; no
additional crror-correction capability is
provided to the header. Blocks up to 256
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bytes long are available under this option.

8. Samec as (7), except an additional 1
bytc is provided for header crror protec-
tion.

9. Samc as (7), cxcept that 2 bytes spe-
cify block length; the maximum block
length here is 64 Kbytes.

10. Same as (9), with an additional byte
for headcr crror protection.

11. Samc as (7), cxcept that 4 bytes spe-
cify block length, which can approach 4
billion bytes.

12. Same as (11), cxcept that 2 bytes of
header crror protection arc added.

13. Samc as (7), except that 6 bytes spe-
cify block length.

14. Samc as (13), except that 2 bytes of
hcadecr error protection arc added.

15-16. To be determined.

5.2.3 Header Key: 4-Bit ID Field

When the 4-bit ID field is not being
uscd to convey a message using LT options
1 to 6, then the first 3 bits of the ID ficld
indicate onc of cight possible lengths for
thc header-tail ficld conveying the stan-
dard identification number, and the fourth
ID bit indicates whether a readable de-
scriptor follows thc header. These pro-
posed cight tail-length ficld options
include 1, 2, 4, and 8-bytc options. These
cight tail-length options proposcd for the
ID ficld are as follows:

I. Onc-bytc standard identification
number allocated internationally.

2. Same as (1), but providing for 256
additional possible standards.

3. Similar to (1), cxcept that the stan-
dard ficld in the header tail contains 2
bytes instead of 1, providing for 64,000 in-
ternational standards.

4. Similar to (1), but with a 3-byte ficld
in the header tail, providing for over 16
million intcrnational standards.

5. Two bytes in the header tail indicate
the standard identification number, the
first bytc indicating the sovereign state
(see Section 5.2.4.3).

6. Similar to (5), cxcept that 4 bytcs arc
available (onc for the sovereign statc).

7. Similar to (5), except that 8 bytes arc
available.

8. To be determined, or reserved for
the distant future.

These first four options provide 1, 2,
and 3-bytc standard identification num-
bers to some designated international
standards body or bodies. Two versions of
the 1-byte option ar¢ provided because
otherwise too few combinations would be
available. The remaining options provide
1 byte (or morc) that identifics the sover-
cign statc undcr whose authority the re-
maining standard-identification-number
bytcs the ID ficld have been assigned (1, 3,
or 7 bytes remain). Note that receiving
cquipment would gencrally not distinguish
between sovercign state identificrs and
standard idcntification numbers; they
would be treated together only as a single
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merged number that was known or un-
known.

5.2.4 Header Tail

5.2.4.1 Header Tail Organization

The header tail contains one ficld for
indicating the block length in intcger for-
mat, onc ficld for the standard identifica-
tion number, and optional fields for crror
protection, all having been discussed
above.

5.2.4.2 Header Tuil: Standard 1D
Organization

The Standard ID comprises two parts:
the sovercign identification number, and
the standard identification number, dc-
scribed in Scctions 5.2.4.3 and 5.2.4.4,
respectively.

5.2.4.3 Header Tail: Sovereign State
Identification

Eight bits is sufficient to designate the
authorizing sovereign state, cven if the
number of sovcreign states exceeds 256;
the trick is to subdivide certain undesig-
natcd sovereign statc identifiers by bor-
rowing bits from thc remaining standard
identificr ficld. For example, by deferring
to the United Nations the task of defining
sovereignty, it should be an easy matter to
assign all present U.N. members unique
identification numbers in alphabetical or-
der, and to assign the next numbers in
order of membership admission to statcs
not replacing member states who arc al-
rcady members. Once 224 member states
exist, new U.N. members would share the
last 32 numbers. Within these 32 sovereign
state “condominium” identifiers, an addi-
tional 3 bits would be borrowced from the
Standard Identifier ficld, pcrmitting 8 new
mcmber states per condominium, or
256 —32+ (32 x8) =480 possible statcs.
Of these state designators, 32 would be
assigned to existing standards bodies. In
the unlikely cvent more states are created,
still more bits can be borrowed, permitting
unlimited growth.

5.2.4.4 Header Tail: Standard Identifier

The Standard Identifier would be sc-
lected by the indicated Sovereign State or
International Standards Body using exist-
ing procedurcs. To the extent standards
alrcady have unique identification num-
bers, those same numbers could be used
here. To the extent they do not, each stan-
dards body should map their standards
into numbers, preferably a compact or
consccutive sct. Most new standards might
be introduced under long numbers associ-
ated with minor standards bodies, whilc
standards achicving wide acceptance
could be renamed with short ones. Since
bits can be borrowed from the Standard
Identifier field almost indefinitely, the sys-
tem would permit in certain cases (the
longer header options) for every individ-

ual ever born to become a sovereign defin-
er of standards under somc state's
authority (the 8-bytc option provides each
sovercign state with 70 million billion
numbers). In thc same way, a standards
body could allocate numbers well spaccd
numerically so that their lcast significant
bits could become “user-allocated bits,”
functioning in lieu of, or in addition to, a
descriptor.

Note that the cost of this kind of flexibil-
ity, as well as the other sorts of flexibility
described carlier, is essentially negligible
given the extensible nature of this hcader
architccture. That is, the price of using
long headers is paid principally by thosc
who nced them, while most users will pre-
fer and usc the shorter options.

5.2.5 Header Organization Illustrations

These options can be represented picto-
rially. The 16-bit composition of the head-
cr key consists of three parts: the 4 bits in
the length-type LT ficld (1), the 4 bits in
the ID ficld (i), and the 8 corc error-
protcction bits (p); thesc protect only the
key. The header key always consists of:
Uiiiipppppppp.

If we designate this 2-bytc key by the
symbol K, and the bytes representing the
block length ficld by L, the bytcs repre-
senting the standard identification num-
ber by S, and the header parity bytes by P,
then for LT options 1 and 2 we have only K
(2 bytes). For LT options 3, 4, and 5, we
have only KSS (4 bytes), KSSSP (6 bytes),
and KSSSS (6 bytes), respectively. In this
casc of extremely short blocks, the stan-
dard identification numbers S$S$$ and
SSSS, combined with the 4 bits in the ID
field, would generally convey messages in
their own right, and could also be uscd for
a variety of transactional and transport
functions. LT option 7 would permit the
following possibilities: KLS, KLSS,
KLSSS, KLSSSS, and KLSSSSSSSS,
where the number of bytcs allocated to the
Standard Identification number by S...5 is
specificd by the 3 bits in the ID ficld (sce
5.2.3). One likely option for HDTV might
be LT option 12, combined with 1D option
1, represented as KLLLLSPP and com-
prising 9 bytes. The standard number con-
tained in ficld S would be an international
standard. If such an international stan-
dard were devised to have block lengths no
larger than 64 Kbytes, and if 1-bit error
correction were adequate, then a 6-byte
HDTV option is available: KLLSP. Such
short 5 or 6-byte header options could of-
ten be employed for nonvideo informa-
tion. For example, KL.SS (5 bytes) would
accommodate 64,000 possible intcrnation-
al standards cmploying data up to 256
bytes per block.

5.2.6 Header Architecture: Equipment
Implications

Equipment interpreting such hcaders
can be particularly simple. Since it normal-
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ly would be reading a stream of blocks,
and should know when a block begins, it
could simply jump to one of the 64K words
specificd by the 16-bit header key, thesc
words indicating the location of the bytes
specifying the block length. An examplc of
an algorithm to perform thesc header de-
coding functions appears in Scction 5.2.8,
and an illustrative program coded in C ap-
pears in Appendix B. Simpler cquipment
might simply look at the first 4 bits of the
LT ficld, from which the same information
can be deduced in an crror-free environ-
ment. Equipment of intcrmediate com-
plexity can use the key error-protection
bits to an intcrmediate degree. The 1D bits
immediatcly indicate the ficld where the
Standard Identificr is located, and equip-
ment should compare this to a list of stan-
dards it is prepared to process. After any
indicated processing, the cquipment
moves directly to the next header at the
specified number of bytes along the data
stream.

Should synchronization be lost, it could
rcadily be recovered in most cases of inter-
est. For cxample, in the 9-bytc HDTV
header example above, these 9 bytes
would probably never change within a sin-
gle broadcast program. HDTV broadcast
receivers would simply scan the data
strecam for that particular 9-byte sequence,
which could be used as a traditional syn-
chronization block. This would work even
if multiple header types were being inter-
leaved. Accidental synchronizations (very
rare) in the data block would be recogniz-
able because the indicated false block
length would probably not lcad to a valid
header.

The most direct use of these header/de-
scriptors would be as a scrics of bytes at
the start of each data block, wherc the
data blocks are then concatenated in a
comma-less string of bits. Other uscs could
also be made, however. For example, a
particular transport scheme (c.g., over-
the-air HDTV) might package data blocks
in discontinuous but fixed form within a
larger data strcam, this stream being char-
acterized by the cmbedded header/de-
scriptors. A hcader/descriptor could also
characterize (say) each framc of an
HDTYV sequence, and the same hcader/
descriptor technique could also be used
within cach frame to communicate details
about its internal structurc. Such nesting
of hcader/descriptors does not impair syn-
chronization much, although an initial
false synchronization could occur within a
larger block; this would be quickly detect-
cd if the presumed block ended without a
valid header following it. The scarch for a
valid header could then resume.

5.2.7 Header Architecture: Transport
Functionality

If onc wishes to incorporate synchroni-
zation augmentation, cxtra error protec-
tion, block prioritization information, or
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cryptography for the header or descriptor,
it must either be defined at the outset in
the header/descriptor definitions, or its in-
corporation becomes standard-specific —
but how could we know the standard if we
were not synchronized or error-free, etc.?

For cxample, in high-error-ratc envi-
ronments users may wish to provide their
header/descriptors with more synchroni-
zation information or error protcction
than is available in the basic dcfinitions.
Fortunately, much additional transport-
related information can be conveyed effi-
ciently through repetition of short blocks.
One simple approach is to insert bricf
bursts of short 2-byte headers into the data
stream, where the synchronization powers
of these 2-byte header blocks are cumula-
tive; the greater the anticipated channcl
noise, the longer these bursts should be.
Although the softwarc of some receivers
may not be sophisticated enough to syn-
chronize such bursts well, this approach is
standard indcpendent, and so such soft-
ware could be designed today. Such a
burst inscrted anywhere in a scquence of
blocks permits synchronization of the en-
tire strcam. Since 2-byte headers can cor-
rect 2 bits in 16, synchronization bursts fail
only when the bit-error ratc continually
exceeds ~0.2. In still higher noisc environ-
ments where it is known such 2-byte bursts
might be cmployed, the receiver can cither
autocorrelate the signal or correlate it with
potential  16-bit  synchronization words;
this could provide synchronization for
ncarly any bit-crror rate, provided the
burst length was sufficiently long.

Similar issucs arisc when cxtra crror
protection for the header/descriptor is
desired. If the nature of such protection is
defined only in a data or standard 1D arca
that cannot be read unless crror protec-
tion is employed, the data is gencrally in-
accessible. One option is for the user to
generate, as above, bursts of short blocks
that convey primarily the identity of the
desired cerror-protection scheme em-
ployed in the longer data blocks. Such
standards could be defined so that they
arc presumed operative for all following
data until “turncd off” by another com-
mand. Altcrnatively onc of the short
blocks (say 2 bytes) could be employed to
indicate that crror protection, cryptogra-
phy, or other such schemes were to be
conveyed in a “turn-on, turn-off” fashion;
a scparate short block could be used to
convey the opposite message. Such a rep-
ctitious serics of short blocks can also be
wcll protected and synchronized in essen-
tially any rcasonable crror environment
(BER <0.2) using the cxisting defined
header/ descriptor options. In this case the
user would nced to know only the defini-
tion of the chosen crror-protection 1D
number. Such crror-protection schemes
and protocols can be defined in simple
ways over the years.

Yet another similar problem involves

the possible incorporation of block prior-
ity information. For examplc, if some data
processing, transmission, storage, or dis-
play step cannot handie all the data, the
originator of that data might wish to tell
the user which data is more expendable.
Yet the user might wish to do only mini-
mal decoding to detcrmine priority. Al-
though such information would then be
descriptor-standard-specific, one or more
descriptor standard 1Ds could be defined
in such a way as 1o convey relative block
priority, say on a scale from 1 to 10. Such
information could also be embedded in
the data itself, but this would gencrally
require the user to do more decoding be-
fore discarding any block. Although con-
fusion could arisc because multiple
priority-labeling descriptor schemes might
arisc, they would all have standard num-
bers which, in principle, could be accessed.
Scction 5.4 describes another approach,
which can be used in parallel.

Although this discussion has not been
cxhaustive, it docs suggest that the pro-
poscd headcr/descriptor dcfinition has
great flexibility for handling a varicty of
problems faced when it must supplement
or providc transport-layer or other OSI
layer functions.

5.2.8 Compact-Header Decoding
Algorithm
For simplicity here, we assume the
block has been synchronized and that the
hcader key has been error-corrected, per-
haps by using a 16-bit dispatch tablc. We
also assume the equipment is provided
with a list of standard IDs that it knows
how to interpret, as well as a much shorter
list of ID length fields corresponding to
thesc standards (possible values of K, de-
fined below).
1. Dispatch on the first byte (256 op-
tions); return with 4 integers:
I = length of length ficld (0 +,0—, 1,
2, 4, or 6 byltes)
J = block length B bytes if I = 0 (2, 4,
or 6 bytes)
K = length of ID field in tail (1, 2, 4,
8, or 32 bytes)
1. = presence of descriptor (0 or 1)
2. 1t 1 = 0, set block length B = J
3. If I = 0—, dispatch (Table 1; not
presented here) on M, bits 5 to 8 of the
hcader
Interpret resulting message and go to
12, or skip directly to 12 if message un-
known.
4. If I = 0+, dispatch (Table 2; not
presented here) on bits S to 8 of header.
Interpret resulting message and go to
12, or skip directly to 12 if message un-
known.
5. If I # 0, rcad I bytes (yielding block
Iength B), starting at bit 17 of header.
6. If ID ficld length K not on list of
known ID ficld lengths, go to 12.
7. Read ID ficld of length K bytes,
starting at bit 17 + 8/.

415



8. If D is not on list of known IDs, then
g0 to 12,

9. If 1. = 1, read descriptor length D
(part of descriptor decoding algorithm,
not described here).

10 If L = 0, then D = 0.

1. Go to algorithm specified by 1D and
cxceute over a block of B bytes, starting at
the end of the descriptor at I + K + D
bytcs.

12. Jump to end of block (B bytes long)
and rcad next header.

5.3 Descriptor Specification

5.3.1 Introduction

Publicly recadable descriptors may or
may not be incorporated in any data block,
as indicated by one of the bits in the head-
er key. They would convey auxiliary infor-
mation concerning the nature of the
associated data, such as authorship, distri-
butorship, ownership, intellcctual proper-
ty restrictions, sampling patterns, filtering
employed, color, nonlincaritics, ctc. This
information would generally be in the
form of identification numbers assigned by
standards bodics, although options for
conveying text, programs, or other data
would exist. Like the header, descriptors
would indicate their length so that equip-
ment could skip past if desired, and they
would have optional provisions for crror
protection. An cfficicnt ASN.1 equivalent
for the descriptor definition proposcd
below could also be developed.

5.3.2 Descriptor Architecture

The descriptor is divided into three
parts: a 2-byte “key,” a “corc” ranging
from 0 to 8 bytes, and the “tail” of length
defined by the core. The key unlocks the
core, which defines the length of the de-
scriptor, an indication of the nature of the
contents of the descriptor, and the nature
of any optional crror protection for the
core. The tail consists of a serics of de-
scriptor identification numbers, similar in
concept to the standard identification
numbers provided in the header. For cach
camera type, nonlincar luminance map-
ping, movie producer, filtering algorithm,
royalty payment procedure, cte., there
could be a separate descriptor number as-
signed or registered by appropriate stan-
dards bodics, indicated in a manner also
similar to that of the header. To properly
convey this list of descriptor identification
numbers, the tail also contains ficlds giving
the number of such descriptor standards,
the length and type of cach such standard
number, and the nature of any optional
crror protection employed. The tail also
supports delivery of ficlds of text in any of
a large number of languages, such as Eng-
lish or Portugucse, as well as computer
languages such as C, Postscript, ete. Such
software clements would permit the de-
coding procedures to be defined explicitly,
if desired.
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A potential arca for future improve-
ment is development of a more universal
subset of descriptor clements for wide-
spread usage. It would include parameters
such as resolution, raster definition, bit
packing, ctc.

5.3.3 Descriptor Key Definition

5.3.3.1 Descriptor Key Architecture

The descriptor key consists of three
parts: (1) a 4-bit “type” ficld that charac-
terizes the contents of the descriptor, (2) a
4-bit “length type™ ficld that indicates the
format of the descriptor length ficld, and
(3) an 8-bit “protection” ficld for the key.

5.3.3.2 Descriptor Key: 4-Bit “Type™ T
Field

The purposc of the 7 field is to indicatc:
(1) whether or not this descriptor contains
a public index (1 bit); (2) whether the de-
scriptor length ficld in the core (it any) is 2
or 4 bytes long in integer format (1 bit);
and (3) which of four crror-protection op-
tions arc being cmployed (2 bits). The four
descriptor crror-protection options arc:
(1) no protection, (2) protected core plus
unprotected tail, (3) both core and tail
protected, and (4) both core and tail dou-
bly protccted.

5.3.3.3 Descriptor Key: 4-Bit “Length-
Type™ DLT Field

This ficld contains the length of the de-
scriptor after the core, in bytes, unless its
contents arc “zero, zero, zero, zero” (for
descriptor tails longer than 16 bytes), in
which case the length is given by the core
in a field which is cither 2 or 4 bytes long,
as specified in the T ficld (see 5.3.3.2).

5.2.3.4 Descriptor Key: 8-Bit “Protection”
P Field

The function of the P ficld is identical to
that of the 8-bit crror-protection ficld of
the header key; it protects the 2-byte de-
scriptor key only.

5.3.4 Descriptor Core Definition

5.3.4.1 Descriptor Core Architecture

The descriptor core consists of three
parts: (1) a field defining the descriptor
length (0 to 4 bytes); (2) a ficld indicating
the naturc of the contents of the descrip-
tor (0 or 2 bytes): and (3) an optional pro-
tection ficld for the core only (0, 1, or 2
bytes). The total length of the descriptor
core thus ranges between 0 and 8 bytes,

5.3.4.2 Descriptor Length Field

This ficld is of length zero if the descrip-
tor length specification has been preempt-
¢d by the length field in the descriptor key;
otherwise it is cither 2 or 4 bytes long in

integer format, as determined by one of

the bits in the T ficld of the descriptor key
(sce 5.3.3.2). The length of the descriptor

ficld as presented in the core is defined as
including all the bytes in the descriptor,
including thosc in the key, core, and tail.

5.3.4.3 Descriptor Core Contents Index

This ficld contains 0 or 2 bytes, as indi-
cated by one of the bits in the descriptor
key T ficld (sce 5.3.3.2). In its 2-bytc form
it indicates whether or not the following
descriptor contains information concern-
ing any of 16 catcgorics of information
about the data stream. Among others,
these categorics of information include
synchronization rcinforcement, crror-
protection data, cncryption keys, packet
prioritics, authorship, distributorship,
time or date of any event, ownership, intel-
lectual property restrictions, sampling pat-
terns, filtering history, color, nonlincar
mappings cmployed, ctc. The last bit of
the index is zero if this descriptor is the
samc as the previous one associated with
the same header ID. The purpose of this
contents index is to spare equipment the
burden of decoding descriptors when their
contents may be of no interest. This is par-
ticularly so when a long sequence of de-
scriptor elements is repeated periodically
to aid certain users having only segments
of the data strcam availablc to them.
Users of longer segments could therefore
ignore such data morce readily.

5.3.4.4 Descriptor Core Parity Protection

This ficld would contain 0, 1, or 2 bytes,
as indicated by two of the bits in the de-
scriptor key T ficld (see 5.3.3.2). These
bytes would protect the core only, using
codes similar to those employed in the
hcader.

5.3.5 Descriptor Tail Definition

5.3.5.1 Descriptor Tail Architecture

The descriptor tail consists of four
ficlds:

1. The clement-number ficld, which in-
dicates the number of independent de-
scriptor identification numbers contained
in this descriptor; its length ranges from 4
bits to a maximum of 2 bytes.

2. The descriptor clement length-type
ficld, which specifies the lengths of each of
the descriptor identification numbers con-
tained in the following field, together with
their respective types; these types include
identification numbcer types similar to
those employed for indicating standard
numbers in the header, as well as support-
ing transmittance of text and computer
programs; its length is typically 2 to 4 bits
per descriptor identification number.

3. The descriptor identification num-
ber ficld, which consists typically of onc or
morc descriptor standard numbers, each
in a 1 to 6-bytc format or appearing as a
sequence of text or code; the total length
of this ficld approximates scveral bytes per
descriptor clement, or substantially more
if text or code is incorporated.
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4, The protection ficld, as defined
jointly by the protection option indicated
in 2 of the T bits (sce 5.3.3.2) in the de-
scriptor key combined with the indicated
descriptor length; longer descriptor
lengths would require more bytes of pro-
tection for any indicated level of protec-
tion.

5.3.5.2 Descriptor Tail Element-Number
Field

This ficlds consists of onc, two, three, or
four 4-bit words indicating thc numbcr of
descriptor elements contained within this
descriptor. Euach 4-bit word contains 3 bits
indicating thc numbcer of elements, and 1
bit indicating whether or not an additional
4-bit word is appended, up to a maximum
of four words. Thus one 4-bit word will
suffice for 0 1o 7 descriptor types, which
normally should be sufficient. Two concat-
cnated 4-bit words offerupto2exp 6 = 64
possible clements. Three words can ac-
commodate up to 512 clements, whilc use
of all four words (2 bytes) can accommo-
date more 8000 clements, which should be
sufficient and is the maximum number per
header allowed under this protocol.

5.3.5.3 Descriptor Tuil Element 1.ength-
Type Field

This field consists of a serics of extensi-
ble 2-bit words, one scquence of such
words applying to cach dcscriptor cle-
ment. In most cases a single 2-bit word
would suffice; the options here are that a
1, 2, or 3-byte field is reserved for the asso-
ciated descriptor identitication number;
the fourth option is that two 2-bit words
arc being employed. If the sccond 2-bit
word is employed, the associated options
arc that 4, 5, or 6 bytes are being employed
to indicate the associated descriptor iden-
tification number; this accommodates up
to 10 cxp 12 possible identification num-
bers, which should be adequate. The
fourth option availablc for the sccond
2-bit word indicates that an additional
4-bit word is to be interpreted. This 4-bit
word offers 16 additional options, the first
of which is that following the 4-bit word, a
I-byte word specifies the length of the
descriptor identification ficld.

The remaining 15 options arc of similar
form, but indicatc that types of descriptor
data arc being employed other than the
standard identification number type. For
cxample, type 2 would indicate that ASCII
text was being employed in a language in-
dicated by the first character of the text
strcam; thus 256 possible languages can be
uscd. Types 3 to 16 would indicate which
of several possible computer languages or
image description formats were being em-
ploycd, such as C, Postscript, etc. If it is
felt that the 15 possible languages avail-
able under the 4-bit extension option in
thc clement length-type field is inad-
cquate, then additional 4-bit ficlds could
be appended by using an extension bit, or
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by using 1 bit in cach 4-bit field to indicate
additional 4-bit fields are appended and
can be interpreted as were the serics of
descriptor tail clement-number 4-bit
words. (Alternatively, the 4-bit word could
be reduced to 1 or 2, with the understand-
ing that the language is specified by the
first following 2 bytes.) Definition of these
options is left to the next step in the
SMPTE standards definition process.

5.3.5.4 Descriptor Tail Standard
Identification Numbers

If one or two 2-bit words have been pre-
viously employed to indicate the length of
the descriptor identification number, than
1 to 256 bytcs may be employed for the 1D
number itself. The formats for cach of
these options arc indicated below.

1 bytc International standard

cstablished by single
designated authority
16-bit standard num-
ber designated by au-
thorized international
standards body (bod-
ics)
1 byte indicating the
sovereign  state, and
the remainder (2 to
255 bytes) being avail-
able for the standards
number

The sovereign statc and standards num-
bers would be designated using proce-
dures similar to that specified in the
header. Note that the longer standards
numbers permit subdesignations under
the sovereign state indicator for subsidiary
standards bodics, including individual cor-
porations, institutions, and even individ-
uals. The longer ficlds also permit use of
user-defined bits that can be assigned at
exceution, thus providing a data ficld.
Such data ficids could be used for convey-
ing dynamically changing information
such as average luminance, audio gain,
cte.

2 bytes

3 to 256
bytes

5.3.6 Descriptor Tail Error Protection

This ficld could be concentrated at the
cnd of the descriptor or distributed
throughout to simplify processing. The
number of bytes and protocol employed
for this purposc would be determined
uniquely by the 2 bits in the descriptor key
T ficld and the descriptor length, as speci-
ficd in the descriptor core descriptor
length field or in the descriptor key length
field. Dcfinition of these protection strate-
gics might parallel thosc employed in the
hcader and remain to be defined more
fully.

5.4 Transport Header/Descriptors

5.4.1 Motivation and Objectives

Section 5.2.7 discusses scveral reasons
why providing error protection, synchroni-

zation reinforcement, packet priority, and
higher level encryption to headcer/descrip-
tors could pose problems for interpretive
hardware if the data is cxcessively noisy.
Although thc solutions suggested there
will accommodate most crror environ-
ments, still more serious situations can be
handled using a transport hcader/descrip-
tor block such as described herc. Such a
transport block has the additional advan-
tage that if insufficiently protected data is
moving into a more hostile transport envi-
ronment, additional protection can be in-
corporated in the transport block without
having to redcfine the input blocks. Simi-
larly, such transport blocks can be re-
moved without penalty when moving into
morc crror-free or otherwise benign cnvi-
ronments.

The objective here is to suggest how the
architecture of such transport blocks are
consistent with the header/descriptor defi-
nitions presented above, but not to define
all the details. Thus establishment of the
header/descriptor standard can proceed
without waiting for all details of the trans-
port block to be resolved. It would be usc-
ful to resolve such details, however, before
users of the standard adopt inferior meth-
ods of addressing the same transport prob-
lems.

The principal motivation for defining
transport blocks is to avoid proliferation of
standard-specific alternatives for address-
ing such transport problems. Such prolif-
cration could increase the cost of decoding
cquipment that would have to accommo-
date all these possibilities. In a high-crror
environment, exccuting the multiple
scarch strategics necessary when synchro-
nization is lost or heavy errors exist, could
become prohibitive. For this reason it is
important to have only a few standard op-
tions for ccrtain aspects of the transport
block. Decfining an cfficient small set is
beyond the scope of the present cffort and
would take considerable study. Therefore
it is rcasonable to assume that this study
would be completed after any initial head-
er/descriptor standard is specified. One il-
lustrative candidate for such a sct appears
here in Appendix A; it is intended only to
initiatc discussion of these issucs.

5.4.2 Architecture of Transport Blocks

Transport header/descriptor blocks
would consist of a single header/descrip-
tor, where the header would specify an
international standard ID indicating
which typc of transport block was in-
volved; only a few such types would ever
be defincd. The descriptor of the trans-
port block would convey up to cight differ-
ent clements:

1. Descriptor table of contents (stan-
dard format defined carlicr).

2. Synchronization rcinforccment bits,
not error protected.

3. Error-protcction bits for the trans-
port hcader and its attached following
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header/descriptor.

4. Encryption key for deciphering the
descriptor, if any, in the following block.

5. Block priority; determincd by data
originator, indicating rclative priority of
the following block concerning interpreta-
tion or transmission in cases where inad-
equate capacity is avaitablc. Authorization
keys may also be needed to verify priority
in certain cascs. Price bidding could be
supported here too.

6. Authorizations and fec mechanisms
for alteration or use of data.

7. Block sequence numbering and tim-
ing-reconstruction information.

8. Padding to yield one of the very few
allowed lengths for the transport block
corresponding to the international header
standard ID.

In addition to these elements there
would also be the traditional field in the
descriptor defining its length, although in-
terpretation of this length would be un-
necessary because the transport lock
length is specified by the header, and
there is no data payload following the de-
scriptor.

The six main descriptor elements would
convey information using traditional dc-
scriptor standard numbers, where long
numbers accommodating an adequate
number of user bits could be cmployed.
Defining these descriptor standard num-
bers is the task that can and probably must
be postponed until the technical tradeoffs
associated with different choices are bet-
ter understood. Thus standards for hcad-
ers and descriptors can and should be
adopted in advance of these descriptor
definitions for transport blocks.

5.4.3 Decoding Issues for Transport
Headers

Dccoding such a transport header in a
high-error environment would be relative-
ly straightforward. First, if synchronization
had been lost, synchronization would be
established. Initially this might be done
assuming a low-crror environment. If the
cnvironment is noisy, then each of a few
possible synchronization blocks would be
sought, including periodic repetition of le-
gal header keys, assuming that key bursts
might have been employed for this pur-
pose. Because all possible synchronization
words might bc sought, it is important to
have only a few legal ones if thcy are many
bytes long. Because the sync reinforce-
ment bits could be only in a small number
of positions relative to the beginning of the
transport block, each such position could
be tested for consistency with the associat-
ed crror-protcction bits, which are also lo-
cated in a small number of possible
locations. Confirmation of synchroniza-
tion follows if legal headers come immedi-
ately after the indicated end of any block.
Once the transport block is synchronized
and error corrected, the remaining de-
scriptor fields containing any encryption
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key for the descriptor in the following
block, or any packet priority information
can be deciphered.

Onc principal new constraint should be
imposed by the standard on manufactur-
crs of equipment handling this headecr/de-
scriptor standard. If transport blocks are
to be useful, such cquipment must never
insert data between a transport block and
the following block to which it applies.
Transport systcms should try not to scram-
ble the scquence of data blocks in any
event, but if a transport block should acci-
dentally be prepended to the wrong data
block, the packet priority, encryption key
for the data block descriptor, and the error
protection for the header/descriptor could
be inappropriate, resulting in a scrambling
of the interpreted header/descriptor. Such
scrambling would also typically cause local
loss of synchronization, particularly in
high-crror environments. Since transport
blocks would normally be quite bricf com-
pared to typical data blocks, such a con-
straint should not be difficult to satisfy.
Such transport blocks could also be added
or subtracted at will by a given transport
laycr, however, provided they are appro-
priate to the blocks which they precede.

If a data stream is entered in the middle
of a transport block, then confusion might
result. To protect against this unlikely pos-
sibility, equipment might choose to wait
until the second valid header is intcrcept-
ed before commencing decoding.

6. Abstract Syntax Notation 1
(ASN.1) Header/Descriptor
Architecture

6.1 Background

Abstract Syntax Notation 1 (ASN.1) is
an existing ISO/CCITT Standard in com-
mon use within the computer and tele-
communications industrics. Within the
ASN.1 framework, it is straightforward to
define an SMPTE header/descriptor that
meets the objectives described in Sections
1 to 5 above, and it would leverage cxisting
tools, expertisc, and administrative struc-
tures.

ASN.1 is derived from earlier work at
Xerox PARC on Courier (latc 1970s). An
early version of the notation (c. 1984) was
uscd in the first draft of the CCITT X.400
series of recommendations on message
handling systems (i.c., clectronic mail).
1SO and CCITT then jointly developed
ASN.1 for usc within the OSI prescntation
layer (c. 1988).

ASN.1 is now widcly used in a range of
standards activities, including the CCITT
X.500 directory service and both the OSI
and Internet network management sys-
tems. Over the years, a collection of soft-
ware tools and utilities to support ASN.1
has been (and is being) developed.

6.2 Concepts

ASN.1 is an extensible notation for de-

scribing data that is to be exchanged by
transmission or storage. It is much likc a
programming language, such as C and
Pascal. There are several simple types,
such as integer, real, and octet string (i.c.,
byte string), and constructor types that can
be used to build arbitrarily complex data
structures, including hierarchical repre-
sentations (e.g., packet within packet).

An ASN.1 header can be thought of as
an envclope that contains, for example, a
single video frame. ASN.1 supports the
notion of cmbedding, which allows one or
more data structures to be contained with-
in another. Thus, a sequence of frames can
be embedded within an outer header (or
envelope) that labels a program segment.
This can bc taken to coarser granularity,
c.g., shots, scencs, programs, etc. Similar-
ly, it can be taken to finer granularity to
embed audio tracks, closed captioning, de-
scriptors, ctc., within individual frames.

A key feature in ASN.1 is the separation
of how the data is described (Abstract
Syntax) and how data is encoded (Basic
Encoding Rules, or BER). Data structures
arc described in a human-readable syntax
and automatically translated into the bits
and bytes for transfer. When a ncw data
structure (or type) is defined, its represen-
tation is automatically generated. Further-
morc, deploycd ASN.1 compliant systems
will be able to intcrpret new structures
without hardware modification.

The following summary description of
ASN.I presents only cnough detail to mo-
tivate its use for the specific needs of a
header/descriptor. For formal dcfinition
of ASN.I, refer to ISO 8824/8825 and/or
CCITT X.208/209. A more accessible de-
scription can be found in: Marshall T.
Rose, The Open Book: A Practical Perspec-
tive on OSI, Prenticc-Hall, 1990.

6.2 Basic Encoding Rules (BER)

All ASN.1 types, whether a simple typc
or a structured type, can be encoded using
the same basic format of three ficlds:

[tag] [length] [value]

The three fields togethcr make up a
data item. Each field is variable in size to
accommodate arbitrarily complex sub-
structures and cncodings. A simple type,
such as an intcger, requires only a few
bytcs. A structured type, such as a long
byte string, can be Mbytes, Gbytes, or larg-
er as necessary to contain the payload data
value. The basic format is inhcrently self-
identifying and cxtensible.

A data strcam is a sequence of items,
cach of which can be structurcd or nested.
Thereby, onc can define arbitrarily struc-
tured data for both header and descriptor,
including nested packet-within-packet
structures.

*Tug Field*. The tag ficld specifies the
type of the item value. Several simple and
structured types (integers, character
strings, etc.) are universally defined in the
ASN.1 standard, and are recognized in all
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compliant environments. Also, one can
define types that cxist within the specific
environment of an application or commu-
nications context. A tag is principally en-
coded as a singlc byte, but can be
extended. In the BER, the tag is encoded
das:

<2> <1> <5> --bits/ficld
[class | p | tag number|

The tag ficld allows a receiver to
“parse” the incoming data strcam, sclect-
ing thosc components/types in which it is
interested and bypassing others.

The EXTERNAL type is of particular
significance. In essence, it is a universal
header for the data that it encapsulates.
The EXTERNAL type is described fur-
ther below. Other types are relevant to use
in a descriptor.

*[ength Field*. The length ficld indi-
cates the size of the value. It is an intcger
of onc or more bytes that specifies the
number of bytes in the valuc ficld. In the
BER, the short form of length is encoded
as a single byte, and can indicate lengths of
0..126 bytes of valuc. In extended form,
the first byte specifics the number of bytes
of length. Length is encoded as:

short form : | byte : [Obbbbbbb] :
lengths of 0..1126 bytes

extended form : n bytes : [ Innnnnnn]
[bbbbbbbb] [bbbbbbbb] ...n

Only the number of bytes needed to
specify fength arc used. Thus, the Iength
ficld is compact. The extensibility of the
length ficld permits a maximum length
ficld that is 126 bytes to specify a length of
~271008 or ~102303.

Note that a common length specifica-
tion is used regardless of the associated
data item. Accordingly, there is no need to
invent custom length cncoding schemes
for cach new data item.

*Value Field*. The value ficld is the val-
ue in the type specified by the tag. It is a
string of bytes the number of which arc
specified by the length ficld. It is encoded
as defined in the BER for that type.

6.4 ASN.1 EXTERNAL Type
(Universal Header)

An ASN.1 EXTERNAL typc is a uni-
versal header. All ASN.1 compliant proto-
col interpreters can extract and interpret
an EXTERNAL without ambiguity. The
definition of EXTERNAL is quite flexi-
ble, but that flexibility is not necded here
to mect the basic objectives of a universal
hcader.

A simplificd EXTERNAL type is cn-
coded as:

[tag = class =0,p= l,number = §]
|length] [object id] [payload]

*Tag* and *ength* fields are cncoded
as described above. *Object 1D* provides
unambiguous self-identification for the
hcader. *Payload* is a sequence of bytes
that are interpreted according to the stan-
dard indicated by the object ID.
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*Object ID* is itself an ASN.1 type with
tag, length, and valuc ficlds, and is en-
coded as:

[tag= 0,0,6] [length] [id value]

*Ohject ID* value is a scquence of bytes
that represent the hierarchical identifier
for the referenced standard. 1D values are
assigned, registered, and administered by
CCITT and ISO in the course of standards
development. Or, ID assignment can be
delegated to member bodics or companics
or organizations (thercby, SMPTE could
assume responsibility for administering a
portion of the 1D space.) The root prefix
valucs arc:

CCITT [0]
recommendation : CCITT commit-
tees
question[1] CCITT Study
Groups

administration|2] : country Ptts
(country codce)

network operator : - X121 organiza-

tions
ISO(1]
standard[0] ISO standards
registration ISO authoritics
authority| 1]
member member bodics
body(2] (country codc)
identificd organizations
organization|3]
joint ISO assignment
CCITT([2) delegated to
ANSI

A few prefixes arc of particular note.
iso.standard registers all 1SO standards.
ceitt.administration and iso.mcmbcerbody
arc assigned to sovercign bodics (identi-
fied by their international telephone coun-
try code). iso.organization is assigned to
international organizations. These cover
virtually all the situations under which a
header identificr will need to be assigned.

An 1D value is encoded as a sequence of
bytes. The first two levels are encoded in
the first byte — a.b. = 40*a+b,a <=3,
b <= 39. Remaining levels arc encoded
as onc or morc bytes as needed 1o repre-
sent the numerical value for that level. If a
value is greater than 127, it requires more
than one bytc; the MSB of the byte is sct to
indicate that the valuc is continued in the
next byte, and so on. For example, iso.
standard.jpeg is 3 bytes:

iso.standard jpeg : 1.0.10918*
= [40] [128 +85] [38]
Similarly, Group 3 Fax is identified as:
ccitt.rccommendation.t.4 :: 0.0.20.4
= 10 [20] (4]

The extensibility of the 1D value ficld
permits up to 126 byte long 1Ds to specify
distinct IDs numbering to ~24882 or
~104265.

*Atthis writing, JPEG is nearing but not yet an 150
standard. Thus, though thought to be correct, the
number here (1.0.10918) is not yet official.

*Payload* is an ASN.1 type with tag,
length, and valuc ficlds, encoded as a se-
quence of bytes that are interpreted ac-
cording to the standard indicated by the
*Object 1DD*.

(tag= 2,0,1] [length] [payload valuc]

6.5 ASN.1 Descriptor

In addition to the EXTERNAL type
(for usc as hcader), ASN.1 dcfines other
basic types to represent a varicty of valucs,
including: boolcans, integers, reals, byte
strings, character strings, universal time
code, ete., and constructions of values into
arbitrary data structurces.

Although a distinction is drawn be-
tween header and descriptor in this re-
port, the ASN.1 approach pcrmits a single
mechanism to serve both functions. The
full benefits of ASN.1 become apparent
when it is applicd to the descriptor. Espe-
cially the ability 10 construct new types and
to incorporate references to other stan-
dards. (See current ISO work on Image
Interchange Format [IIF] for an cxample
of ASN.1 use in defining descriptors.)

6.5 How ASN.1 Addresses
Objectives

The following describes how an ASN.1
header/descriptor addresscs the objectives
stated at the beginning of this report.

Universality — ASN.1 hcader/descrip-
tor promotes and ¢nhances universality:

o [t complics with and recognizes exist-
ing standards and practices. All cxisting
and futurc ISO/CCITT standards arc
uniquely identificd by an ASN.1 Objcct
ID.

o It addresscs the issues of sovereignty.
ISO/CCITT administers and delegates as-
signment of Object IDs to subcommittees,
member bodics (by country code), and or-
ganizations. The complexity of this task
and the benefits of leveraging existing ad-
ministrative structures should not be un-
derestimated.

e It facilitates coordination among tcle-
vision, tcleccommunications, and computer
industries.

o It scts a minimal level of compliance
for low-cost receivers. Furthcrmore, the
advanced stage of definition, tools, and ex-
pertisc will facilitate the rapid deployment
of header-compliant devices.

Longevity — ASN.1 has inhcrent lon-
gevity:

o All ficlds of ASN.1 types (tag, length,
value) can be extended. Payload lengths
from a few bytes to ~ 104303 can be repre-
sented. Similarly, Object 1Ds can range
from a few bytes to ~ [(142065 bytes.

o It has a preexisting registry and is sclf-
maintaining. ISO/CCITT alrcady regis-
ters, administers, and dclegates
assignment of Object IDs.

e It dcfincs immutable identificrs.
Once an Object ID is assigned, it exists
“for all time.” In the future, when an old
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ASN.1 header is recognized, there is no
ambiguity to the referenced standard.

Extcnsibility — ASN.1 is inherently ex-
tensible:

e All ficlds of ASN.1 typcs can be ex-
tended without redefinition.

e New types can be defined and their
cncoding automatically generated without
the need to introduce new rules.

e Since ASN.1 is fully defined, any
compliant receiver and equipment are
guarantced to be able to recognize future
cxtended ASN.1 headers.

Intcroperability — ASN.1 is inhcrently
intcroperable:

e [t has a well-formed public definition,

e It is already in use in several impor-
tant applications and industrics.

¢ It complies with existing and develop-
ing standards (including image standards).

¢ It allows standards and structures to
cross-reference each other. The video
data strcam can contain structures defined
by other standards, and vice versa.

e [t pcrmits the same information to be
intcrpreted in different ways within differ-
ent domains without prejudice. To the
video industry, the information is a
continuous video strcam. To the telecom-

munications industry, thc same informa-
tion is a sequence of bits to be transmitted.
To the computer industry, that sequence
of bits is interpreted as data structures.

e It permits independent formal defini-
tion of intcllectual property protection,
encryption, and other source coding de-
scriptors by appropriately sanctioned ex-
pert groups (cither ad hoc or extant).

e Experts groups and standards bodies
can autonomously devclop and cvolve
specifications within the domains of their
expertisc. The ASN.1 cross-referencing
capability achicves a degree of interopera-
tion and coordination among parallel acti-
vitics — coding dctails arc automatically
resolved, avoiding redundant and/or con-
flicting efforts.

Cost/performance cffectiveness:

e It is straightforward to recognize and
decode with a single uniform procedure.

e Uniform dccode hardware and soft-
ware can be shared among industrics and
applications yiclding cconomies of scale.

o Existing tools and cxpertise can re-
duce the time and cost of deployment.

Compactness:

e ASN.I is compact, but not so much as
to complicatce decoding or to compromise

other objectives. A typical ASN.1 header
would be ~ 15 bytes for a 1-Mbyte payload
(i.c., ~.0014% overhead).

e A 7-bytc ASN.1 hcader can be real-
ized using the standard’s indirect refer-
ence option. (In fact, a 2-byte context
specific hecader may be realizable.) Given
typical payload sizes, however, it is unlike-
ly that this level of compactness will be
required — small payloads are cither ag-
gregated or infrequently used, especially
in the video domain.

Rapid Capture:

e An ASN.1 header is signified by its
first byte tag ficld (cqual to 8) followed by
length, object 1D, and payload. Thus, an
ASN.1 header is straightforward to recog-
nize in the data strcam.

e ASN.1, likc any length/identifier
header, provides early identification of the
payload.

Editability:

e ASN.I’s structuring capabilities per-
mit arbitrary cditing, scquencing, structur-
ing, and cmbedding of payload strecams.
All of this is accomplished within a single
uniform mechanism, and without requir-
ing unnccessary decoding of the payload
itsclf.

Appendix A — Transport Header

A.O Introduction

The headcer-descriptor design provides for binding of a trans-
port header to the main header. This is accomplished only by
mandating that the transport header not be separated from the
main hecader and its associated data, which it is transporting,
The function of the main header is o identify the data that
follows. The function of the transport hecader is to help the main
header and possibly its payload in its journcy from origination to
destination.

The following transport header design is “work in progress,”
and thercfore is meant to be an example rather than the final
structure. It supplements the discussion in Scction 5.4. The de-
sign issues and intcractions are a bit complex, so the principles of
the transport header design are best illustrated by way of a cor-
rectly designed cxample. If adjustments arc made to this design,
then care must be taken concerning effects of such adjustments to
the rest of the design and the functioning of the transport header.
In particular, there is a rigid requircment that certain ficlds be
prespecificd as to length, or as to length-specification (type ficlds)
in their meaning.

It is nceessary that the transport header be totally independent
of any standards dcscribed by the main header. This is required
because it may be nccessary to change transport characteristics
for all main headers on a given data stream, irrespective of the
standards or formats of thosec main hecaders.

An cxample might be the need to provide improved error
protcction when moving a data stream from a high-rcliability
fiber to a high-crror-rate radio frequency transmission.

A.O.1 ASN.I1 Transport Header Yet to be Designed

The transport header design cxample illustrated here works
together with the header/descriptor design, as described in Scc-
tions 1 through 5 of this SMPTE report.

No transport header has yct been designed for the ASN.1
syntax, illustrated in Section 6. Thus, the ASN.1 syntax is, at pres-
ent, only suitable for crror-free channels that preserve the data
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and its order without contention from source to destination. In
order for the ASN.1 syntax to meet its ojectives of interoperability
with impcrfect or congested channels or media, a mechanism
similar to the transport hcader example shown here will be re-
quired. It is hoped that a transport header design might be devel-
oped for the ASN.1 syntax system, possibly modeled on the
transport header illustrated here, together with the main header/
descriptor design. The enormous flexibility of ASN.1 syntax must
be tempered to provide a limited number of options for transport
hcaders, cach with appropriate protection/correction mecha-
nisms. It is hoped that registration rules and flexibility in ASN.1
can also be used 1o provide a suitable format transport header
design that is properly restricted. Byte alignment is also part of
the structure of length ficlds. If bit alignment is neceded for
ASN.I, then further suitable adjustments will be required.

Another method to provide transport assistance is to convert
from the main header/descriptor design of Sections 1 through S,
to and from the ASN.1 notation. Since a transport header design
is available for the main header/descriptor, conversion to this
hcader would provide access to a transport header. When reen-
tering crror and contention-free environments, the header/de-
scriptor could be reconveried to ASN.1 syntax.

If the ASN.1 method becomes popular, then it is hoped that a
suitable ASN.1 transport mechanism might be developed.

A.1 Design Objectives for the Transport Header

e The transport hcader must be standard-1D independent, so
that it can apply to all header standards cqually and uniformly
across the cntire data stream.

e The transport header should be removable without damage
to the function of the main header that it is helping to transport.

o A transport hcader must be able to be added to any header
format or descriptor format without changing any of the meaning.

o The transport header formats should support “in the clear”
protection of the main header and payload, where the bits arc not
altered, so that the transport header can be added and removed
without any adjustment of bits within the main header, its de-
scriptor, and its payload.

e In addition to support for “in the clear” protection, more
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cfficicnt protcction should be supported (such as Recd-Solo-
mon), where the header, and possibly its payload, arc encoded.

e The transport header architecture should support one or
morc mcchanisms for correcting burst crrors.

e Optional support should be provided for encryption of the
main hcadcer’s descriptor, as well as the data payload.

e The transport hcader should support authorization and usc
information, in helping the transport system determine which
destinations are appropriate for further or final distribution.

e The transport header architecture should support backward
play through thc data strcam.

e The transport header should support optional rapid hcader
synchronization capturc.

e The transport header should support communications net-
works by providing information concerning the data’s priority and
valuc.

e The transport header should support timing reconstruction
when utilizing networks that distort timing or ordering of data.

e The transport header should support data ordering requirc-
ments, when utilizing networks which might reorder the data.

e The transport header architecture should strike a balance
between the opposing forces of flexibility and case of use. Thus, a
small number of options should be carcfully chosen for maximum
flexibility, with the small number of options allowing a simplc
interpretation. It is the fact of having a small number of options
that allows casy interpretation.

e For transport functions that cncode the header and/or its
data, a simple “in the clear” length ficld should allow devices that
cannot decode such data to skip to the next transport hcader.

o For devices that cannot process the transport header, a sim-
ple “in the clear™ length ficld should allow such devices to skip
directly to the header. Further, such devices should be able to
casily interpret the transport header format so they can quickly
determine whether the main header is “in the clear,” and there-
fore directly readable.

The following example design meets these objectives.

A.2 Three Types of Transport Header Allocated in the
Header Key

In order to mect these objectives, there are three types of

transport headers. The first is the basic transport header, which
provides the majority of transport capabilities. The second is the
redundancy transport header, which is used to protect against
burst crrors. The third is the reverse transport header, which is
uscd for reverse play.

Three of the 2-byte header key’s 256 possible codes are re-
quired for the transport headers. In the current 2-byte header key
design, 1 byte is dedicated to crror protection. The other byte is
split into two 4-bit fields.

The first 4-bit ficld is the “length type™ ficld. Codes 15 and 16
(numbers 14 and 15) arc unallocated. These two codes enable the
sccond 4-bit 1D ficld to be used for special purposes such as
designating the three transport header types. Thirty-two such
codes arc available, lcaving 29 codes unallocated if 3 codes arc
assigned to the three transport header types. The basic transport
header provides most of the capabilitics required.

A.3 Functions of the Transport Header

The functions of the transport header arc as follows:

1. Sync reinforcement for those data transport media where it
is desirable to rapidly or simply sync to the headers or header-
data combinations on switching between streams.

2. Improved crror protection via extra protection bits for both
the transport header and the main header and its descriptor.

3. Conveyance of priority for the main header and its data, for
thosc cascs where a channel may be operating at capacity and
thus where channel controllers must decide which headers and
their payloads it must drop. Authorization keys may also be nced-
cd in order to verify priority. Nctwork accessing methods, such as
pricing-bidding techniques, would also be supported here.
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4. Encryption and security information for the main hcader’s
descriptor, possibly combined with the descriptor’s own encryp-
tion and sccurity information, in order 1o protect the data strcam
following the main header. The protection optionally provided by
the main header’s descriptor may nced to be augmented when
the data strcam is sent through public or vulnerable exposed
channcls.

5. Authorization information. Such information would indi-
cate who could receive, who could edit and reassemble with other
matcrial, ctc. Also, copyright and royalty-fce information would
be enabled here. Perhaps automated mechanisms of fee for usage
would be supported through this ficld.

6. Scquence numbers may be added where networks are used
for transport, which may rcorder packets. In addition to sequence
numbers, the combination of the transport header may require
information from the main hcader’s descriptor in order for the
nctwork to be able to guarantece delivery within known latencies
and time windows. For out-of-order delivery, some nctworks can
control the amount of time between a given delivery and the
dclivery of neighboring data. In the case of images and audio,
some devices can accept out-of-order information in their buffers
or processing units, but the time is constrained to within one or
more frames, or fractions thercof.

7. Timing rcconstruction. For those applications where exact
timing rclationships must be reconstructed from a mixed data
strcam, the transport hcader and the main header’s descriptor
would communicate to provide timing reconstruction information.

8. Reserved for future usc.

9. Pad. There is a pad ficld at the end of the transport header
in order to make the length of the transport header plus the main
header, its descriptor and, optionally, its payload, come out to a
length appropriate for the error-correction protection formats
supported in item 2.

The construction of the transport header involves a strict or-
dering of ficlds as above, so that the sync reinforccment is always
first, the error protection is always sccond, cte. In this way, if cach
ficld is present, its location is casily determined. The crror-pro-
tection field will always be in a known location, and a “scope of
protection” within this ficld defines those ficlds that arc protect-
cd in both the transport header as well as in the main header and
its descriptor.

A.4 Redundancy Transport Header

The redundancy transport header provides a special function
for crror protection against burst crrors on the data strcam.
Improved crror protection against burst crrors is achicved via
redundant copies of future and previous headers (these transport
headers providing redundancy will not be bound to a main head-
cr, and therefore represent an exception to the binding property
of transport headers).

Such special redundancy transport headers will “stand alone”
and be occasionally interspersed in the data stream. They will
contain crror-protected copies (via cither the cfficient or incffi-
cicnt method) of some future or previous header, together with a
pointer to that header, and a number indicating how many hcad-
crs forward or backward will be traversed before reaching that
hecader. The previous copics are useful for going backward
through a data strcam, and for reconstructing damaged data
strcams on physical media, such as disk.

Using a scparate hcader key code, the redundancy transport
header has the format shown in Fig. Al.

The transport hcader key contains a scparate special code
indicating that this is a redundancy transport hcader containing a
copy of a futurc or previous header. This ficld could possibly be
followed by a length ficld, indicating how to skip past this dupli-
cate header.

The pointer to the header being duplicated is analogous to a
length field, but it points past scveral headers to the header being
duplicated. It is a signed number so that it can reference previous
as well as future headers. Thirty-two bits of protection are pro-
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vided. A number of hcaders forward or backward is provided, previous or futurc header and the header itself. Information

indicating the location of the header being duplicated in number about scparation constraints is provided by these fields for chan-
of headers rather than via a pointer (length). ncls that reorder, insert, and remove data.
The maximum and minimum millisecond tolerance ficlds indi- A copy of the transport header is provided, if there is a trans-
cate the tolerances for scparation times between this copy of a port header on the header being copied.
| Transport | Protection | Pointer | Protection |
| Header | I To I I
| Key | <- | Header ! <=....... ]
|  Unique | | Being Duplicated | | more ->
| Code [ | (Signed Number) | |
| 8 | 8 [ 32 | 32 |
[ Number of | Protection | Maximum | Minimum |
| Headers Forward | ] Millisecond | msec |
| (or Backward) | <- | Tolerance | Tolerance | more ->
| (Signed Number) | | From Header|From Header|
| 16 | 16 I 8 | 8 I
| Protection | Copy of Transport | Copy of Main |
| for max and | Header | Header/Descriptor |
| min tolerances | (if present) [ !
I I I I
| 16 | (length varies) | (length varies) |
Figure A1. Format of redundacy transport header.
| Transport | Main | Data | Reverse |
| Header | Header/ | Payload | Transport |
[ {Descriptor | | Header |
Figure A2. Situation of transport header.
| Reverse I ( | | Length I |
| Transport |Protection| Length |Protection]|Backward|Protection]|
| Header | | Backward | | To I |
| Key | <- | To Main | <- | Transport | <- |
| Unique | | Header | | Header | |
| Code I I I | I I
| 8 | 8 | 32 ! 32 | 32 32 |

Figure A3. Reverse transport header format.
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Finally, there is a copy of the complete main header and its
associated optional descriptor. None of the payload is duplicated.

A.5 Reverse Transport Header

In order to support reverse reading of the data stream, a re-
verse transport hcader can be utilized. The reverse transport
header immediately follows the main header. Thus the transport
hcader is situated as shown in Fig. A2.

If the main header is preceded by a transport header, then the
reverse transport header will point back to both the main header
and the transport hcader. If the transport header is absent, then
the reverse transport header will point back only to the main
hecader, and the length backward to the transport header will be
2C10.

The reverse transport header format is shown in Fig. A3. This
design allows these reverse transport headers to be appended
after the main headers to allow backward traversal through the
data strcam.

It should be noted that when redundant transport headers are
in usc to protect against burst crrors, reverse transport hcaders
must follow cach such redundant header. In that casc, the length
backward to the main header will be zcro, and only the length
backward to the transport header will have a nonzero value.

Note that this header has a fixed length. Thus, when encoun-
tering this header in the forward direction, no pointer to the next
header in the form of a length ficld is required. The fixed length
of 18 bytes is predetermined and can be used to skip to the next
header. Also, there will never be a payload of data or any attach-
ment to any hcaders in the forward direction.

A.6 Transport Headers and Device Capture

It is important to remember that all devices that can cdit the
data stream must preserve the relationship of the preappended
transport header to the main header. Also, the postappended
reverse transport header must also remain attached to the main
header, if present. Thus, when a transport header is read, the
following two hcaders must also be read before assuming the
header and its data and transport have been passed.

When capturing a new data stream, it is nccessary to rcad at
lcast two headers to determine if the first main header is valid. If
it had been preceded by a transport header that encoded the
main header’s descriptor and/or payload, then the data will not be
rcadable without the transport hcader. Thus, capture is not
achicved until the sccond header has been read, which would
accomplish the determination of the first valid header and its
transport hcadcr, if present.

A.7 Transport Header Format
The transport header format is shown in Fig. Ad.

A.7.1 Header Code in the Header Key

The transport header begins with a normal header “key,” con-
sisting of | byte of key information and | byte of protection, as for
the main header. However, the transport header uses a header
key code reserved specifically for the transport header. The trans-
port header tail differs from the main header tail and has the
format outlincd in Fig. A4.

A.7.2 Length to Next Header after Main Header

The next field is a 32 bit length ficld, which points to the next
header after the main header attached to this transport header.
This length may be required to allow skipping past the main
header and its data payload. This will be required by those de-
vices that cannot provide crror-protection decoding, when the
main hcader is protected using the types of error codes that
scramble the main header. This Iength is protected by 32 addi-
tional protection bits to provide rcasonably robust bit-error cor-
rection, using the type of correction that does not scramble the 32
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bits of length (c.g., Hamming code).

A.7.3 Transport Header Length

This ficld indicatcs the length of the transport header. It there-
fore forms the mechanism to skip to the main header, if there is
no desirc to rcad any of the transport fields, and if the main
header is not scrambled due to error protection, encryption, or
other operations from the transport ficlds. This ficld is also pro-
tected by a 32-bit field, using a nonscrambling crror-protection
code.

A.7.4 Type Fields

There are cight 4-bit type ficlds, to allow 16 types for cach of
the cight ficlds in the transport header. These ficlds are (1) sync,
(2) crror protection and correction, (3) priority and authorization
and bidding for priority, (4) authorization for data use, (5) cn-
cryption protection, (6) sequence number and out-of-order tim-
ing margins, (7) timing reconstruction information, and (8) a final
ficld reserved for future usc. The 32 bits of type ficlds arc protcct-
cd by 32 bits of protection/correction code.

A.7.5 Sync

The first transport operation field is sync reinforcement. Six-
teen types of codes are possible, cach with a permancntly as-
signed length. These types and lengths must be permancntly
assigned from the beginning. A possible sct of 16 assignments for
lengths might be as follows.

Two types of sync codes could be used, with custom-designed
unique spectral signatures. Each of the two types of codes could
have one of the following lengths:

2, 4, 8, 16, 32, 64, 128, and 256 bytes

This would result in a total of 14 sync rcinforcement patterns.
Sync type 0 would indicate an absence of the sync reinforcement
ficld. Sync type 15 could represent an additional special sync
ficld, with a specificd length.

It is necessary for all sync type lengths to be specificd in ad-
vance. Although the codes for sync themselves can be specified
later, they can only be specificd once for cach of the 15 valid sync
types.

It should be noted that the transport header always begins
exactly 26 bytcs prior to the first byte of the sync reinforcement
ficld. Once the sync reinforcement ficld has been located, the
transport hcader and the main hcader have been located.

A.7.6 Error Protection

None of the fields previously described, which precede the
error-correction/protection ficld, will be protected by this field.
However, all of the ficlds following and including this crror-
protection/correction ficld, starting at the first bit, will be part of
the crror-protection/correction group. The protection will extend
through the rest of the transport header and on into the main
header and its descriptor, and for some of the formats, into the
payload as well.

Since sync reinforcement is used to capturc the data stream
initially, it is probably not appropriatc to error-protect this sync.
The sync codes arc designed to be found within a strcam. If
protection is needed for the sync field, then special sync protec-
tion can be provided within the ample bytes available for sync
codes.

Two types of crror protection are supported. Once type allows
the protected data ficlds to be read, as is, lcaving them “clear” but
augmenting them with protection. Examples of this type of code
arc the Hamming code and some common forms of the Reed-
Solomon code. The second type scrambles all of the bits in the
coding proccss. An example of this type of code is a convolutional
onc such as the Viterbi code. In the casc of scrambled protection,
the ficlds being protected will be completely unreadable without
decoding. If the header format, the header length field, the de-
scriptor type, and many other crucial fields are protected in this
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| Transport | Protection | Length | Protection |

| Header [ | of Transport | |

| Key | <- | Plus Main [ <- |

| Unique I | Header Plus [ | more ->

I Code | | Data Payload | |

! 8 I 8 I 32 I 32 |

| Length of | Protection | Sync | Error | Priority |

| Transport | | Type |Protection/ | & |

[ Header | <- | |Correction..| Valid Bid |

| | I | Type [ Type | more ->

I 32 I 32 | 4 I 4 I 4 I

| Author- | Encrypt | Sequence | Timing | Reserved | Protection |

| ization | ! Number | | Future | For Previous |

| Type | Type | Type | Type | Type | 8 4-bit Types |

| 4 I 4 I 4 | 4 I 4 I 32 |
more ->

| Sync | Protection/ | Priority & | Authorization |

| Field | Correction | Auth for | Copyright and |more->

| (16 possible | (many possible | Priority/Bid | Use Field |

| lengths) | lengths) | (16 lengths) | (16 lengths) |

| Encryption | Sequence | Timing | Reserved | Pad |

| Field | Number | Field | for | Field |

| | Field | | Future | (variable|

| (16 lengths) | (16 lengths) | (16 lengths)]| (16 lengths) | length) |

(end of transport header ->)

Followed by a normal main header:

| Main | Protect | Header

| Header| <- |  Tail

| Key | [ ->

I 8 ! 8 | (length fields, descriptor codes, etc)

Figure A4. Transport header format.
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way, those devices that cannot decode the error correction would
be unable to cither rcad or skip the header. Thus, the transport
header will contain a “length ficld,” protected in the augmenta-
tion method rather than the scrambling method, which will allow
devices to find this length ficld and thereby skip the rest of the
transport hcader and the cntire main header, its descriptor, and
its payload. A sccond “length of transport header” field will also
be present and protected via the “in the clear” augmentation
method.

A.7.6.1 Intentional Inflexibility

In order for all of the above mechanisms to operate properly
and efficiently, it is nccessary to limit the number of formats
available in the transport header. Perhaps 8 or 16 types of cach of
the ficlds should be provided for, with all types being specified in
advance. We are using 16 as our example. Thus, there would be
16 error-correcting coded formats and {_ code lengths, 16 sync
rcinforcement ficld formats and lengths, 16 priority ficlds and
lengths, ctc., with cach ficld format having a specified length.

Since the error correction transport function is the most diffi-
cult with respect to format, a very limited number of ficld options
will be provided under the scope of protection. Also, padding,
which might be quite long, will be required at the end of the
transport header before the main header in order to make the
total length of the transport header plus the main header and its
descriptor (and possibly payload) to be a simple-to-correct con-
venient known Iength corresponding to one of the 16 protection
typcs.

A.7.6.2 Possible Prespecified Protection Types

The prespecified 16 possible protection types might be as
follows:

e Type 0 indicates that no protection/correction ficld is
present.

e Types 1 through 10 protect “in the clear,” by adding protec-
tion bits without scrambling, as in Hamming codes and some
common types of Reed-Solomon coding.

e Types 1 through 5 protect the transport header, the main
header, and its descriptor.

The types arc as follows:

1. Protect all remaining transport header bits, beginning at the
first bit of the error-protection/correction ficld, all main header
bits, and all descriptor bits. Do not protect any payload bits. The
protcction/correction bits are applied on every group of 64 bits,
The total length of all ficlds being protected, excluding the error-
code bits themselves, must be a multiple of 64 bits. This is accom-
plishcd by the usc of pad bits at the end of the transport header.

This implementation requires that memory be available to
store the correction bits for the entire length of transport header,
main headcr, and its descriptor.

For type 1, the total length of the protection code field is the
total length over 16, with 4 bits for every 64 (68 bits total on 64 bits
of data).

2. Same as 1, but total length over 8, with 8 bits protecting
every 64 (72 bits total for 64 bits of data).

3. Samc as 1, but total length over 4, with 16 bits protecting
cvery 64 (80 bits total for 64 bits of data).

4. Same as 1, but total length over 3 (half as long as the ficlds
being protected); 32 bits protecting every 64 (96 bits total for 64
bits of data).

5. Same as 1, but total length over 2 (the same length as the
ficlds being protected); 64 bits protecting every 64 (128 bits total
for 64 bits of data).

Types 6 through 10 protect the payload in addition to the
transport header, the main header, and its descriptor.

6. Same as type 1, cxcept protect the payload as well. For type
6, the total length of the protection code field is the total length
over 16, with 4 bits protecting cvery 64 (68 bits total 64 bits of
data).

7. Samc as 6, but total length over 8, with 8 bits protecting
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cvery 64 (72 bits total for 64 bits of data).

8. Same as 6, but total length over 4, with 16 bits protecting
cvery 64 (80 bits total for 64 bits of data).

9. Samc as 6, but total length over 3 (half as long as the ficlds
being protected); 32 bits protecting every 64 (96 bits total for 64
bits of data).

10. Same as 6, but total length over 2 (the same length as the
ficlds being protected); 64 bits protecting cvery 64 (128 bits total
for 64 bits of data).

Types 11 through 15 protect by scrambling, as in convolution
coding techniques such as Viterbi coding. Types 11 and 12 protect
the transport hcader, the main hcader, and its descriptor.

1. Protect all remaining transport hcader bits, beginning at
the first bit of the protection/correction field, all main header bits,
and all descriptor bits. Do not protect any payload bits. The
protection is applicd using 16 bytes on every group of 144 bytes.
The total lcngth of all ficlds being protected, including the error-
code bits themselves, must be a multiple of 144 bytes. This is
accomplished by the use of pad bits at the end of the transport
hcader.

This implementation requires that memory be available to
store the correction bytes for the entire length of transport head-
er, main header, and its descriptor. For type 11, the total length of
the protection code is 16 bytes for every 144. Thus, there are 16
extra protection bytes in cach 144 bytes being stored, resulting in
128 bytes of data after decoding.

12. Same as 11, but with 16 bytes protecting every 80 bytes,
resulting in 64 bytes of data after decoding. The total of all
lengths, beginning at the first bit of the protection/correction
ficld, must be a multiple of 80 bytes.

Types 13 and 14 protect the payload in addition to the trans-
port hcader, the main header, and its descriptor.

13. Same as 11, except the payload is also protected.

14. Same as 12, cxcept the payload is also protected.

15. Same as 11, except 4 bytes protect 32 bytes (total of 36
bytes for 32 bytes of data). This format is for short hcader for-
mats, and provides no payload protection.

A.7.6.3 Interleaving

In addition to the above mechanisms for error protection, some
of the error-protection formats can invoke interleaving. Interlcav-
ing can substantially reduce the problems associated with burst
errors. Although the initial part of the transport header is subject
10 being “wiped out” by a burst error, presumably a copy of this
scction could be available previously in a redundancy transport
header. Thus, once the protection format has been determined,
then the rest of the transport header, beginning at the crror-
protection ficld, plus the main header, its descriptor, if present,
and optionally the data payload, can all be protected from burst
crrors via interlcaving in addition to crror-correction methods.

Predcfined interlecaving methods can be incorporated with
some of the types discussed above. Because interleaving is likely
to involve as widc a spacing as is feasible, therc will be a tradeoff
between the length of the protected field, and natural multiples
of the crror-protection sizes. The error-protection group sizes for
Hamming-type codes are much smaller than the error-protection
group sizes for Reed-Solomon-type codes. Interleaving must be
some multiple larger again. Thus, usclul interleaving may be
restricted to longer lengths of ficlds being protected. One possi-
bility is to have the intcrleaving spacing be the crror-protection
group size divided into the total length.

However, this near-optimal format requires some complexity
in unwinding the interleaving. For long protected fields, this may
also involve a buffer that is the length of the field. Thus, there are
potential issues to investigate with respect to how to universally
and generally specify a powerful interleaving technique.

A.7.6.4 Error Detection

There is no provision for simple error detection in the above
type cxamples. Such detection could be provided via cyclical
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redundancy code (CRC), fire code, checksum, parity, or other
check method. Such may be useful in some cases. However, the
focus on crror correction is based on the need for headers to be
interpreted without crror in order to serve their function.

The descriptor in the main header can be used for detection
codes for data payloads that should be checked but need not be
corrected. This nced not be standard-specific, since the descrip-
tor can be standard-independent. Thus, error detection, as op-
posed to correction, is more appropriate in the descriptor than in
the transport header.

A.7.6.5 Parameters of Error Protection
The parameters of error detection shown in the above type

{ 8 bits |

Type 1, 2 bytes:
| Priority |
| 16 bits |

Type 2, 4 bytes:

Authorization |
16 bits |

| Priority |
| 16 bits |

| Priority | Bid/value | Authorization |
| 16 bits | 16 bits | 32 bits |
Type 4, 16 bytes:

| Priority | Bid/Value | Authorization |
| 4 }ibytes! 4 bytes | 8 bytes |
Type S, 32 bytes:

| Priority | Bid/Value | Authorization |
| 4 bytes | 4 bytes | 24 bytes |
Type 6, 64 bytes:

| Priority | Bid/Value | Authorization |
| 8 bytes | 8 bytes | 48 bytes }i |
Type 7, 128 bytes:

| Priority | Bid/Value | Authorization |
| 8 bytes | 8 bytes | 112 bytes |
etc.

Figure A5. Field formats.
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cxamples need further investigation and refinement. The lengths
and protection ratios proposed are known to be implementabic in
existing hardware and arc expected to be convenient in practice.
However, further investigation of optimal parameters for error
protection may help refine or revise the parameters suggested
above.

A.7.7 Priority and Authorization or Bid for Priority

Finite bandwidth resources, such as satellite channels, long
fibcr channcls, long real-time computer channels, terrcstrial
broadcast channcls, and other channels with long distances cause
long latency, which naturally prevents error-retry. Thus, channel
bandwidth allocation ncar saturation on rcal-time imagery
strcams takes the form of packet collisions. Such packets arc most
naturally the header/descriptor/payload combination, since each
can have its own priority and cach forms a constant priority
grouping. The constant priority grouping would be the construc-
tion used by the originator.

When sharing a finite-bandwidth channel, it may bc necessary
to pass some data and drop other data. In order for the channel’s
controlling device to determinc fairly which packets to pass and
which to drop, prioritics for packets might be provided. In many
spatial-frequency-based compressed imagery formats such as
DCT, subband, and wavelets, the high frequencics represent tiny
picturc detail that might be lost without much picture degrada-
tion. However, the spatial low frequencies, audio, and motion
vectors must be heavily protected and may not be dropped with-
out visible artifacts.

The type ficld would specify the length and format of the
priority and/or authorization fields that follow. The length might
have 2Atype length (2 to the power of the valuc in the type ficld,
being 2,4, 8, 16, 32, 64, 128, ctc., bytes). Type 0still represents the
abscnce of the priority field.

Since the priority and their authorization ficlds will compete at
the highest level, it will be necessary for us to define their mean-
ing at the outsct. We will further need to define the mappings
between the shorter and longer versions of each ficld.

The format of the ficlds might be as shown in Fig. AS. The
priority ficld varics from 1 to 8 bytes, allowing very detailed
priority levels.

The Bid/Valuc field allows a packet to have a “bidding price” in
a collision with other packets. Such a bidding price would be a
value if the price had previously been accepted. A value would
imply that tossing the packet would break a contract for delivery
to the packet. The meanings of the Bid/Value fields would be
tied directly to authorization codes, which would indicate the
following:

1. Whether the header was authorized to bid.

2. The “credit rating” (or importance) of the bidder. This
could potentially weight the priority field.

3. Whether the bid had been previously aceepted, so that the
Bid/Value ficld was the valuc paid for the payload’s delivery. In
such a casc, tossing the packet would violate the contract. Pre-
sumably such a case would occur only when more contracts had
been made than were available, so that packets were only tossed
by other similar accepted-bid packets with an cstablished value.
This is a similar problem to “overbooking” on airlines.

4. Authorization may affect the bid/value. If commissions are
paid on some bids or values, and not on others, the nct bid or
value may differ. This is similar to the problem of bids in different
currencies, or direct bookings versus using agents. Thus authori-
zation can indicatc the source and/or type of a bid for these
purposcs.

The priority should be registered in entirety. Thus, the mean-
ing of priority codes might be defined by registration. However, it
may be desirable to have prioritics take simple lincar precedence
order, with higher values representing higher priorities. One pos-
sible solution is to define the first, or the first and second bytes of
the priority to be lincar magnitude preccdence priority codes.
Subscquent bytes, however, could be registered codes, with
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unique mcanings that arc standardized to help resolve priority
conflicts.

Other than the potential interactions of authorization on prior-
ity and bid/value, authorization can have the following very im-
portant uses.

A.7.8 The Authorization Field

Uses of authorization:

1. Pay-per-view target cncryption codes (in lock step with re-
cciving systcm).

2. Channel authorization. For example, is a satcllite downlink
channel signal authorized for use as a cablc hcad-end?

3. Channel routing authorizations. For instance, are all au-
thorized destinations only on network fork A, such that a sourcc
for subnctworks A and B nced not carry the payload to sub-
nctwork B. This is the function of supporting a subsct of all of the
outputs involved in a Y connection.

4. End-uscr authorization for teieconferencing, to indicate
who can be included in the teleconference, including who may
observe and who may originate.

5. Privacy and protection against unauthorized acceptance or
origination of the signal in any usc. For example, protection
against rcal-time datastrcam hackers or unauthorized video-
phone wire tapping.

6. Authorized uscr cnablement codes. Such codes would au-
thorize uscr systems for futurc authorized codes. For exampile,
when a cable subscriber adds a new channel, an enablement code
would be sent to the decoder to add authorization interpretation
and viewing for the new channcl.

7. Diagnostic, statistic, and rating codes for exploring nctwork
loads, active users, show ratings, unintentional network discon-
nects, channel crror rates, ctc.

8. Copyright information indicating owncrship.

9. Copyright fee structurcs, including where to pay fees.

10. Indications of who may edit a work, whether it may be
included in other works, and fee structurcs for doing so.

1. Possibly an automatcd mechanism could be constructed to
automatically negotiate rights bascd on prearranged “willing to
pay” algorithms, so that clips can be included without undue
complication.

A.7.9 Encryption

One function of the transport header is to provide one or more
cneryption keys for deciphering the payload and descriptor.
Many protected uscrs may wish to protcct against unauthorized
dcciphering of the descriptor, since it may contain valuable infor-
mation that could help in deciphering the payload. Codes could
be used for encryption keys, for example, to unlock descriptors.
Decscriptors, in turn, may contain more elaboratc cneryption
codes to further unlock the payload.

Based upon successful authorization code interactions, encryp-
tion codes can be deciphered and applicd against the descriptor,
the payload, or both. As usual, a type 0 represents that no encryp-
tion field is present. Fifteen types arc available, with 15 prespeci-
ficd associated lengths, for cneryption. Although the lengths must
be prespecificd, the meaning of the encryption, or its associated
technique, can be completely private. Complex encryption algo-
rithms can be developed and updated between embedded codes
in the receiving device, codces in the descriptor, and possibly
algorithms transmitted and updated via descriptors.

A.7.10 Sequence Numbers

The sequence numbering ficld specifies not only packet order-
ing, but also windows of order and groupings. For cxample, in
some systems various headers and their associated payloads form
packets that can update the screen in any order during the frame
time before the buffer switch for viewing. However, motion vee-
tors might need to precede compressed image deltas. Thus not
only packet grouping, but packet general ordering might be
specified.
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On some networks, lower-priority packets are delayed, rather
than dropped. In such networks, it is necessary for the network
controlling mechanisms to understand the bounds on acceptable
delay for packets and groups of packets. This ficld contains a
scries of codes for defining tolerance of imagery and other real-
time strcams for being received out of order. Type 0 means no
sequence ficld is present. Fiftcen valid type ficlds with the associ-
ated prespecified lengths are available.

A.7.11 Timing Reconstruction

In real-time data strcams, it is often necessary to reconstruct
precise timing after this timing is disrupted during transport.
Timing reconstruction information, concerning the times at
which cvents should occur, are specificd in this field. Times can
be specificd as absolute times, where the transport delays and
their bounds are known. Relative times can be specificd relative
10 an arbitrary “start of rcal-time stream” clock marker, which is
sct by the recciving device upon recciving the first displayable
buffer load.

Synchronization between audio and image, between multiple
audio streams, or between streams from multiple sources, is han-
dled via thc timing reconstruction field. Resynchronization for
removing cumulative jitter cffects can also be cnabled through
the use of this ficld.

A type of 0 indicates an absence of the timing reconstruction
ficld. The 15 available codes will have prespecified lengths, al-
though their timing mcanings may be deferred from some of the
types. Of course, cach of the types can only receive a single
mcaning, which meaning must stay in placc from then on. The
lengths for such unspecificd codes must all be specified in ad-
vance, however.

A.7.12 Reserved for the Future

This ficld is unspecificd in content and length. Because the
total length of the transport hcader is known, and because this is
the last field in the header prior to the pad, this ficld { can
maintain flexibility for future use by remaining completely unspe-
cified. All other fields must at least have their lengths specificd
for cach type valuc.

A.7.13 Pad Bits

Pad bits make the lengths simple for error-correction process-
ing. This is accomplished by making the total of the error-correc-
tion/protection ficld range be the appropriate length for the
error-corrcction format being used. For example, using a 64-bit
length type, the length after the error-protection/correction ficld
must be a multiple of 64 bits. Thus if the scope of the protection
includes additional transport fields, such as priority and encryp-
tion, plus a header and its descriptor, the pad bits would make the
sum a proper multiple of 64 bits.

Appendix B — Illustrative Examples of Header
Decoding Using “C”

B.0 Background

It is often instructive 1o represent a design as a computer
program written in some appropriate language (in this case C). It
verifies the design and provides a basis for comparing the cost and
performance of design alternatives. The C language was choscn
because it is reasonably universal. Concisencss and consistency
arc foremost considerations in cnabling comprehension and fair
comparison; optimal performance is of sccondary importance.
Optimizations and enhancements would be added in preparation
for commercial distribution.

Two programs are described. One decodes a compact header
and one dccodes an ASN.1 header. They arc similar in appear-
ance and usc the same basic steps. The primary difference is the
compact header decoder sclects between multiple formats using
table lookups, while an ASN.1 header has only onc cxtensible
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format. Each program cxtracts the block length and standard
identificr from the header, and then calls a corresponding func-
tion to process the payload.

B.1 Compact Header Decoder

The following program decodes a packet with a compact hcad-
cr. If the packet format is predefined, it calls the corresponding
predefined function, otherwisc it extracts the standard identificr
and block length in a manner similar to the algorithm described in
Section 5.2.8. It uses the identifier 1o look up a decoding function
(f), and ignores any blocks with unknown identifiers.

Two table lookups are used to decode the compact header.
The length-type table (It table) contains information used to
decode predefined messages and block length. The identificr
table (id table) contains information used to decode the standard
identificr. One obvious optimization is to combine the two table
lookups into a single 256-entry lookup. This reduces the instruc-
tion path for some casces, but increases memory requirements.

The identificr is left as a string of bytes used to compute a hash
table lookup of a decoding function. If a sovercign state field
exists, it is processed together with the standard identifier, but a
separatc hash table is used. The hash table lookup is performed
by the procedure lookup0, which takes identificr address, identi-
fier length, and table sclection as arguments, and returns a point-
cr to the corresponding function (f).

B.1.1 Cautionary Notes

Certain header formats are not yet defined or are reserved for
futurc use. The program below does not support these formats.

Predefined message types have not yet been standardized. To
make the code complete a dummy function call, fake(), has been
uscd. When the functions were standardized, the It table would
change accordingly.

Block length is assumed to fit within one 32-bit word. Extend-
ing the program and/or the C language to support larger word
sizes, thus larger block lengths, is possible and likely to happen as
64-bit processor architectures emerge.

Bit-ficld ordcring and assignment arc not yet defined. Choices
made in the program below will require further consideration in
the context of standardization.

If an unknown identificr is encountered, the lookup function
will return a pointer to an appropriate default function that ig-
nores the payload and displays an informative message.

B.1.2 Program Text

The program has two parts — thce first part contains tablc and
procedure declarations, the second part (at the end) contains the
dozen or so statements actually exccuted. Throughout the code
descriptive notes (comments that arc not exccuted) are placed
between comment delimiters (/*...%/).

/*Compact header has one of two forms:
*

*Each character in the strings below represents a byte; bytes
*between square brackets are optional; payload bytes arc not

*counted
*

*2-bytc (minimum) for predefined messages:
*

: “ke[p...p]”

*Extended header for longer blocks:
*

* ckell.[e...e]i[..i]”
*Key:
*

* k :: key byte (length type and id type, presence of a readable
*description)

* ¢ error byte

* | iz length byte
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* i id byte
* p i payload bytc
*

*
/

extern void fake0;

extern void null);

typedef struct {
char length;
void (*function)0;
char id offsct;

L1 entry;

Lt entry It table[16] = {

{2, fake, 0}, {2, fake, 0}, {4, fake, 0}, {5, fake, 0},
{6, fake, 0}, {0, fake, 0}, {1, null, 3}, {1, null, 4},
{2, null, 4}, {2, null, 5}, {4, null, 6}, {4, null, 8},

{6, null, 8}, {6, null, 10}, {0, null, 0}, {0, null, O},

typedef struct{
char length;
char tablc;

Hd_cntry;

Id_entry id_table[8] ={

extern void (*lookup0)0;

/*fake predefined func to init it table*/
/*null func for unused function entrics™®/

/*It table structure*/

/*block length or length of length ficld*/
[*predefined function for It 0..5*/
[*oftset to ident ficld for 1t 6..15*%/

/*It tablc dcclaration®/
/*0..3%/
/*4..7%/

/*8.11%/

/*¥12..15%/

/*id table structure*/
*length of ident ficld™/
/*which table to use in lookup*/

/*id table declaration®/

{1, 0}, {1, 1}, {2, 0}, {3, 0}, {2. 2}, {4, 2}, {8, 2}, {0, O}
}.

/*id lookup function*/

FEXECUTABLE CODE STARTS HERE®/

int decode compact header (pkt)

unsigned char *pkg;
{
unsigned char *p=pky;
int It;
int length;
Id entry *pid;
void (*NH0;

It=*p>>4;

if(1t<6)

length =1t table[lt].
length;

(*It table[lt].function)
(p);

return length;

}

/*call standard dccoder and
return length*/
/*pointer to packet*/

/*working pointer to packet*/
/*length type*/

/*block length*/

/*id table pointer*/
/*standard function returncd
from lookup*/

/*get length type from bits
4.7 of key*/

/*process predefined for-
mats: 1t <6*/

/*get block length from It ta-
ble*/
/*call predefined function®/

/*extract enough bytes to cover length field and shift out unused

bits*/

Iength = ((int)*(p+2) < <24) | ((in)*(p +3)< <16) |

((int)*(p+4)< <8) | "{p+5);

length > > =32 — (It table[lt].lcngth*8);

pid = &id tablc|*p & 0x7];
p+ =t table[lt].id offsct;

= lookup(p,pid — >length,
pid — >table);

/*getid table ptr using bits 0.2
of key*/

/*move pointer to start of id
ficld*/

/*lookup function*/
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p+ =pid — >lcngth /*move pointer to start of pay-
load*/
/*call function with payload

ptr,length*/

(*N(p.length — (int)(p - pkt));

rcturn length;

B.2 ASN.1 Header Decoder

The following program decodcs a packet with an ASN.1 hcad-
er. The ASN.I header is a compatible subsct of the standard
ASN.1 EXTERNAL type. As stated in Section 6.4, not all the
flexibility of the standard EXTERNAL type is nceded to mect
the objectives. Thus this decoder has been specialized to support
a level of function roughly comparable to that of the compact
header decoder.

Decoding an ASN.1 header is performed by parsing a se-
quence of tokens. Block length is defined by one sequence, stan-
dard identification by a sccond. The header has short or extended
forms. The short form is used for blocks of 128 bytes or less and is
processed by cxtracting block length from a single byte. The
extended form is processed by constructing block length from
multiple bytes.

The identificr is left as a string of bytes used to compute a hash
table lookup of a decoding function. The hash table lookup is
performed by the procedure lookup(), which takes identificr ad-
dress and length and returns a pointer to a corresponding func-

tion (f).

B.2.1 Cautionary Notes

Context-dependent headers are not decoded by the code
below. They arc decoded by standard decode procedures at a
time they are expected. Block length is assumed to fit within one
32-bit word. Extending the program and/or the C language to
support larger word sizes, thus larger block Iengths, is possible
and likely to happen as 64-bit processor architecturcs cmerge. If
an unknown identificr is encountered, the lookup function will
return a pointer to an appropriate default function that ignores
the payload and displays an informative message.

B.2.2 Program Text

The program has two parts — the first contains variable and
procedure declarations, the sccond (at the end) contains the
dozen or so statements actually executed. Throughout the code
descriptive notes (comments that are not exccuted) are placed
between comment delimiters (/*...%/).

/*ASN.1 hcader has one of three forms:
*

*Each character in the strings below represents a byte; bytes
*between square brackets are optional; payload bytes arc not
*counted

*

*2-byte (minimum) header for context dependent messages:

*

*eld)T

*

*7-byte (minimum) header for short blocks:
*

*etlelif )07

*

*Extended header for longer blocks:

*

]

*Key:

*

* 1 tag byte

* | :: length byte
*i:id byte

SMPTE Journal, June 1992

*/

/* EXECUTABLE CODE STARTS HERE */

decode_asn 1 header(pkt)

unsigned char *pkt;

extern void ((*lookup0)();

unsigned char *p =pkt;
unsigned int length;
void (*N;

unsigned int t;

length="(p + 1);
if (length<127)
{

t=*(p+3)
f=lookup(p +4.1);
(*N(p+t+6Jength—
(p+t+6—pkt));
return length +2;

}
t=length — 12X;

/*call standard decoder and
return length*/
/*pointer 1o packet*/

/*id lookup function*/
/*working pointer to packet*/
/*block length*/

/*standard function rcturned
from lookup*/

/*temp register*/

/*get 1st length byte*/
/*look for short form*/

/*get id field length*/
/*lookup function*/

/*call function®/
/*return total length*/

[*calc length of Iength ficld*/

[*extract enough bytes to cover length ficld and shift out unused

bits*/

length = ((int)*(p+2) < <24) | ((int)*(p+3)<<16) |

length > > =32 — (t*8);
pt =t+3;

f=lookup(p + 1,*p):
pt ="*p+t+3;

(*N(plength — (int)(p — pkt)):;

rcturn length +t+2;

((in)*(p+4)<<8) | *(p+5);

/*move pointer to start of id
ficld*/

[*lookup function*/

/¥move pointer to start of
payload*/

[*call func (payload ptr and
size)*/

[*return total length*/
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Zcenith Electronics
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